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Third-Party Software Acknowledgement

This document is intended to help users of Gemalto products when working with third-party software, such as
Cisco Identity Services Engine.

Material from third-party software is being used solely for the purpose of making instructions clear. Screen
images and content obtained from third-party software will be acknowledged as such.

Description

SafeNet Authentication Service delivers a fully automated, versatile, and strong authentication-as-a-service
solution.

With no infrastructure required, SafeNet Authentication Service provides smooth management processes and
highly flexible security policies, token choice, and integration APIs.

Cisco ISE

Cisco ldentity Services Engine (Cisco ISE) is a next-generation identity and access control policy platform that
enables enterprises to enforce compliance, enhance infrastructure security, and streamline their service
operations. The unique architecture of Cisco ISE allows enterprises to gather real-time contextual information
from networks, users, and devices. The administrator can then use that information to make proactive
governance decisions by tying identity to various network elements including access switches, wireless LAN
controllers (WLCs), Virtual Private Network (VPN) gateways, and data center switches. Cisco ISE is a key
component of the Cisco Security Group Access Solution.

Cisco ASA

Cisco Adaptive Security Appliance (Cisco ASA) is a security device that combines firewall, antivirus, intrusion
prevention, and virtual private network (VPN) capabilities. It provides proactive threat defense that stops attacks
before they spread through the network.

This document describes how to:

1 Deploy multi-factor authentication (MFA) options in Cisco Identity Services Engine using SafeNet one-time
password (OTP) authenticators managed by SafeNet Authentication Service.

1 Configure Cisco Identity Services Engine to work with SafeNet Authentication Service in RADIUS mode.

It is assumed that the Cisco Identity Services Engine and Cisco ASA environment is already configured and
working with static passwords prior to implementing multi-factor authentication using SafeNet Authentication
Service.

Cisco Identity Services Engine can be configured to support multi-factor authentication in several modes. The
RADIUS protocol will be used for the purpose of working with SafeNet Authentication Service
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Applicability

The information in this document applies to:

f
il

SafeNet Authentication Service (SAS)0 Saf e Ne t éasedcaltreentidation service.

SafeNet Authentication Service i Service Provider Edition (SAS-SPE)d A server version that is used by
Service Providers to deploy instances of SafeNet Authentication Service.

SafeNet Authentication Service i Private Cloud Edition (SAS-PCE)d A server version that is used to
deploy the solution on-premises in the organization.

Environment

The integration environment that was used in this document is based on the following software versions:

1 SafeNet Authentication Service (SAS)

9 Cisco Identity Services Engined Version 1.4.0.253

1 Cisco ASAQG Version 9.2(2)4

1 Cisco Adaptive Security Device Manager (ASDM)d Version 7.3(1)101
1 Cisco Secure Mobility Clientd Version 3.1.04072

1 SafeNet VPN Client for Cisco AnyConnectd Version 3.1.04072
Audience

This document is targeted to system administrators who are familiar with Cisco Identity Services Engine, and
are interested in adding multi-factor authentication capabilities using SafeNet Authentication Service.
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RADIUS-based Authentication using SAS Cloud

SAS Cloud provides two RADIUS mode topologies:

1 SAS cloud hosted RADIUS serviced A RADIUS service that is already implemented in the SAS cloud
environment and can be used without any installation or configuration requirements.

S

RADIUS Protocol

/4
=2

\J

Cisco ISE

@ﬂeNet Authentication SERVICE

1 Local RADIUS hosted on-premisesd A RADIUS agent that is implemented in the existing customerd s
RADIUS environment. The agent forwards the RADIUS authentication requests to the SAS cloud
environment. The RADIUS agent can be implemented on a Microsoft NPS/IAS or FreeRADIUS server.

4——RADIUS Protocal > 1\_‘ SE‘:‘

Cisco ISE

IAS/NPS RADIUS / FreeRADIUS

%ﬂm Authentication SERVICE

This document demonstrates the solution using the SAS cloud hosted RADIUS service.

For more information on how to install and configure SAS Agent for IAS/NPS, refer to:
http://lwww?2.safenet-inc.com/sas/implementation-guides/sfnt-updates/SAS-Agents-IASNPS. pdf

For more details on how to install and configure FreeRADIUS, refer to the SafeNet Authentication Service
FreeRADIUS Agent Configuration Guide.
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http://www2.safenet-inc.com/sas/implementation-guides/sfnt-updates/SAS-Agents-IASNPS.pdf

RADIUS-based Authentication using SAS-SPE and SAS-
PCE

For both on-premises versions, SAS can be integrated with the following solutions that serve as local RADIUS
servers:

1 Microsoft Network Policy Server (MS-NPS) or the legacy Microsoft Internet Authentication Service
(MS-IAS)d SafeNet Authentication Service is integrated with the local RADIUS servers using a special on-
premises agent called SAS Agent for Microsoft IAS and NPS.

For more information on how to install and configure the SAS Agent for Microsoft IAS and NPS, refer to the
following document:

http://www?2.safenet-inc.com/sas/implementation-guides/sfnt-updates/SAS-Agents-IASNPS. pdf

1 FreeRADIUSS The SAS FreeRADIUS Agent is a strong authentication agent that is able to communicate
with SAS through the RADIUS protocol.

For more information on how to install and configure the SAS FreeRADIUS Agent, refer to the SafeNet
Support Portal.

RADIUS Authentication Flow using SAS

SafeNet Authentication Service communicates with a large number of VPN and access-gateway solutions using
the RADIUS protocol.

The image below describes the data flow of a multi-factor authentication transaction for Cisco ldentity Services
Engine.

©
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1. A user attempts to log on to Cisco ASA using an Active Directory password and OTP.

2. Cisco ASA sends the LDAP request with the wuserobés
Microsoft Active Directory.

3. If successfully authenticated, Cisco ASA will send a RADIUS request to Cisco Identity Services Engine.
Otherwise, the user will not be granted access.

Cisco Identity Services Engine sends a RADIUS request to SafeNet Authentication Service for validation.
The SAS authentication reply is sent back to Cisco Identity Services Engine.

Cisco Identity Services Engine, in turn, sends the reply back to Cisco ASA.

N o o &

The user is granted or denied access to Cisco ASA based on the OTP value calculation results from SAS.

Acti v
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RADIUS Prerequisites

To enable SafeNet Authentication Service to receive RADIUS requests from Cisco Identity Services Engine,
ensure the following:

1 End users can authenticate from the Cisco Identity Services Engine environment with a static password
before configuring the Cisco Identity Services Engine to use RADIUS authentication.

1 Ports 1812/1813 are open to and from Cisco Identity Services Engine.

1 A shared secret key has been selected. A shared secret key provides an added layer of security by
supplying an indirect reference to a shared secret key. It is used by a mutual agreement between the
RADIUS server and RADIUS client for encryption, decryption, and digital signatures.

Configuring SafeNet Authentication Service

The deployment of multi-factor authentication using SAS with Cisco ldentity Services Engine using RADIUS
protocol requires the following:

1 Creating Users Stores in SAS, page 9

1 Assigning an Authenticator in SASAssigning an Authenticator in SAS, page 9

1 Adding Cisco Identity Services Engine as an Authentication Node in SAS, page 10
1 Checking the SAS RADIUS S e r v e Addsess| pBge 12

Creating Users Stores in SAS

Before SAS can authenticate any user in your organization, you need to create a user store in SAS that reflects
the users who would need to use multi-factor authentication. User records are created in the SAS user store
using one of the following methods:

1 Manually, one user at a time, using the Create User shortcut
1 Manually, by importing one or more user records via a flat file

1 Automatically, by synchronizing with your Active Directory / LDAP server using the SAS Synchronization
Agent

For further details on importing users to SafeNet Authentication Service,r ef er t o A Cr e abafeNegy User
Authentication Service Subscriber Account Operator Guide:
http://www?2.safenet-inc.com/sas/implementation-guides/sfnt-updates/SAS-SPE-

SubscriberAccountOperatorGuide.pdf

All SafeNet Authentication Service documentation can be found on the SafeNet Knowledge Base site.
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Assigning an Authenticator in SAS

SAS supports a number of authentication methods that can be used as a second authentication factor for users
who are authenticating through Cisco Identity Services Engine.

The following authenticators are supported:
eToken PASS
RB-1 Keypad Token
KT-4 Token
SafeNet GOLD

l

il

l

il

1 SMS Token
1 MP-1 Software Token

1 MobilePASS

9 GriDsure Authentication

Authenticators can be assigned to users in two ways:

1 Manual provisioningd Assign an authenticator to users one at a time.

1 Provisioning rulesd The administrator can set provisioning rules in SAS so that the rules will be triggered
when group memberships and other user attributes change. An authenticator will be assigned automatically
to the user.

Refer to APr ovi s $aeNat AuthenfitatibneSerdice Subscribér Account Operator Guide to learn
how to provision the different authentication methods to the users in the SAS user store.

http://www?2.safenet-inc.com/sas/implementation-guides/sfnt-updates/SAS-SPE-
SubscriberAccountOperatorGuide.pdf

SafeNet Authentication Service: Integration Guide

Using RADIUS Protocol for Cisco Identity Services Engine
Document PN: 007-013303-001, Rev. B, Copyright © 2015 Gemalto, Inc., All rights reserved.


http://www2.safenet-inc.com/sas/implementation-guides/sfnt-updates/SAS-SPE-SubscriberAccountOperatorGuide.pdf
http://www2.safenet-inc.com/sas/implementation-guides/sfnt-updates/SAS-SPE-SubscriberAccountOperatorGuide.pdf

Adding Cisco Identity Services Engine as an Authentication Node in SAS

Add a RADIUS entry in the SAS Auth Nodes module to prepare it to receive RADIUS authentication requests
from Cisco Identity Services Engine. You will need the IP address of Cisco Identity Services Engine and the

shared secret to be used by both SAS and Cisco Identity Services Engine.

1. Log into the SAS console with an Operator account.

© Creste User

< Manage: IMC inc.
‘ ASSIGNMENT TOKENS GROUPS REPORTS SELF-SERVICE OPERATORS POLICY COMMS

@ Creste User

‘ 7 Authentication Activity EQ = ‘
‘ 1 Authentication Metrics 0 = ‘
%{’, Token States 0 = ‘
‘ -\ SMS Credits 0 = ‘
Allocation HO =
Transaction Log
Service Start: 2013-07-17 Service Stop: 2016-02-05
Ttem Capacity KT RE-L | MP-1/5MS lffs:;- GRID Securld OATH | 5MS Credits | Password | RADIUS coLp cToken | MobilePASS
Masimum 1 o o s o o o o o o o o o o
Inuse 1 o o o o o o o o 1 o o o o
(D References 0 = ‘
Powered by
Q‘S’afeNet
2. Click the COMMS tab, and then select Auth Nodes.
< Manage: IMC inc.
SNAPSHOT ~ ASSIGNMENT TOKENS GROUPS REPORTS SELF-SERVICE OPERATORS  POLICY

w=  ListAccounes

‘ {7 Communications

‘ (> Authentication Processing

e

1

‘ =, Auth Nodes
=0

-
1

‘ {7 SAML Service Providers

‘ (> Custom Branding

O =

Powered by

@ﬂéN et

In the Auth Nodes module, click the Auth Nodes link.

i Auth Nodes

Auth Nodes:

EQO =

Task Description

Auth Nodes Create and configure SafeNet Authentication Service Authentication Nodes

Auth Nodes:

and for alternatives to RADIUS traffic, please refer to the recommendations included in the SafeNet Authentication Service Administrator guide.

Using the RADIUS protocol over the internet provides limited security of the traffic between the organization's data center and the authentication service. For improved security

Add Change Log Cancel

Primary RADIUS Server IP: 109.73.120.148:1812 Primary Safelet Authentication _o_ 44 cofenet-inc.com:443 Max. Auth Nodes:
Service Agent DNS:

Failover RADIUS Server IP: 69.20.230.201:1812 Failover Safelet Authentication 5 oorenet-ine.com:443
Service Agent DNS:

10

Mo Records
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4. Under Auth Nodes, click Add.

5. Inthe Add Auth Nodes section, complete the following fields, and then click Save:

Agent Description

Host Name

Low IP Address In Range

Configure FreeRADIUS

Synchronization
Shared Secret

Confirm Shared Secret

Enter a host description.
Enter the name of the host that will authenticate with SAS.
Enter the |IP address of the host that will authenticate with SAS.

Select this option.

Enter the shared secret key.

Re-enter the shared secret key.

Add Auth Node

Save

Auth Modes

Host Name:

Agent Description:

Cancel

Low IF Address In Range:
High IF Address In Range:

Exclude from PIN change requests

¥ Configure FreeRADIUS Synchronization
Shared Secret:
Generate

Confirm Shared Secret:

FreeRADIUS synchronization may take up to 5 minutes to propagate in the system.

The authentication node is added to the system.

Auth Nodes:

Add

Primary RADIUS Server IP:

Failover RADIUS Server IP:

Change Log

Using the RADIUS protocol over the Internet provides limited security of the traffic between the organization's data center and the authentication service. For improved security
and for alternatives to RADIUS traffic, refer to the recommendations included in the SafeMet Authentication Service Administrator Guide.

Cancel

109.73.120.148:1812

69.20.230.201:1812

Primary SafeNet Authentication

Service Agent DNS: agenti.safenet-inc.com:443 Max. Auth Nodes: 10

Failover SafeNet Authentication

Service Agent DNS: agent2.safenet-inc.com:443

Tndex Description Host Name 1P Address )’F'EE”'?I“.S
1 Cisca ISE Cisco_ISE 202.122.134.138 True Edit Remove
Displaying: 1 tolofl 44 4 p
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Checking the SAS RADIUS Ser v e rAdldress P

Before adding SAS as a RADIUS server in Cisco Identity Services Engine, check the IP address. The IP
address will then be added to Cisco ldentity Services Engine as a RADIUS server at a later stage.

1. Log into the SAS console with an Operator account.

& Create User

4 Manage: IMC inc.
[ B e I I I

‘ 7 Authentication Activity EO= ‘
‘ i Authentication Metrics Q0= ‘
o
‘ %i"; Token States 0 = ‘
‘ b SMS Credits 0 = ‘
Allocation EHO =
Transaction Log
Service Start: | 2013-07-17 Service Stop:  2016-02-05
Ttem Capacity KT Ret | mp-/sMs | EME | crio SecurID OATH [ SMSCredits| Password | RADIUS | GOLD eToken | HobilePASS
Maximum f o o s o o o o o o o o o o
Inuz= 1 o o o o o o o o f o o o o
D References

Powered by
Qs;afeNet

2. Click the COMMS tab, and then select Auth Nodes.

< Manage: IMC inc.

O Create User SNAPSHOT  ASSIGNMENT TOKENS GROUPS REPORTS SELFSERVICE OPERATORS  POLICY

w=  List Accounts

‘ CD Communications 0=
‘ CD Authentication Processing HO =
‘ L3 Auth Nodes EHO =
‘ CD SAML Service Providers =
‘ CD Custom Branding @ =

Powered by
@feNet

3. Inthe Auth Nodes module, click the Auth Nodes link. The SAS RADIUS server details are

=, Auth Nodes

-
=

Auth Nodes:

EHO -

Task Description

Auth Modes Create and configure Safelet Authentication Service Authentication Modes

Auth Nodes:

Add Change Log Cancel

Primary RADIUS Server IP: 109.73.120.148:1812 Primary Safehiet Authentication agenti.safenst-inc.com:443
Service Agent DNS:

Failover RADIUS Server IP: 59.20.230.201:1812 Failover SafeNet Authentication agent2.safenct-inc.com:443
Service Agent DNS:

Using the RADIUS protocol over the Internet provides limited security of the traffic between the organization's data center and the authentication service. For improved security
and for alternatives to RADIUS traffic, refer to the recommendations included in the SafeNet Authentication Service Administrator Guide.

Max. Auth Nodes: 10

| Index ‘ Description | Host Name ‘ IP Address ):'EE”PI”.S [ ‘ ‘
|

| 1 | Cisco ISE | Cisco_ISE | 202.122.134.138 [ True | Edit | Remove |

Displaying: 1 tolofl 4 4 P PP

displayed.
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Configuring Cisco ASA

For this integration, Cisco ASA is used for the SSL VPN connection.

To configure Cisco ASA for two-step and multi-factor authentication requires the following:

il
il
il
f
il
il

Creating AAA Server Groups, page 13

Adding an IP Address Pool, page 19

Adding a Group Policy, page 21

Configuring a Connection Profile for Network (Client) Access, page 23

Configuring a Connection Profile for Clientless SSL VPN Access, page 27

Configuring a Connection Profile for Clientless SSL VPN Access for GriDsure, page 32

Creating AAA Server Groups

To use an external AAA server, you must first create at least one AAA server group per AAA protocol, and add
one or more servers to each group. AAA server groups are identified by name. Each server group is associated
with only one type of server, such as Kerberos, LDAP, NT, RADIUS, SDI, or TACACS+.

For this integration, we will use LDAP and RADIUS external AAA servers for authentication.

You will need to create two server groupd for example, adgroup and radiusgroupd and adgroup must be
configured with the external LDAP server using LDAP protocol, and radiusgroup must be configured with the
external RADIUS server using RADIUS protocol.

Creating the LDAP-enabled AAA Server Group and its Servers

1.
2.

Open the Cisco Adaptive Security Device Manager (ASDM) for Cisco ASA.

On the main window, click Configuration.

In the left pane, click the Remote Access VPN tab, and then click AAA/Local Users > AAA Server

Groups.

Remote Access VPN

r ) : . . -
@ Horme G{é} Configuration D Maonitaring
o

a1

- ‘9 Introduction

[]--@] MNetwoark (Client) Access

- {7 Clientless SSL VPN Access
o3 Easy WPN Remote

I:—ZI%j AdA[Local Users

@ AAA Server Groups

; LDAP Attribute Map

1 Local Users

@i Host Scan Image

[#- g'f_ Secure Deskiop Manager

B-[EY Certificate Management

Language Localization
~ff DHCP Server

- [ DN
- Advanced

(The screen iage above is from Cisco. Trademarks are the property of their respective owners.)
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4. In the right pane, under the AAA Server Groups section, click Add.

Configuration = Remote Access YPN > AAN/Local Users > AAA Server Groups =]
ARA Server Groups

:n.tli ) () [ MatchCaze

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)

5. Onthe Add AAA Server Group window, complete the following fields, and then click OK. This newly
created AAA server group will be added to the list under the AAA Server Group section.

AAA Server Group | Enter a server group name (for example, adgroup).

Protocol Select LDAP.

@& Add AAA Server Group x|

AAA Server Group: |
Protocol: LDAP v

Reactivation Mode: (¢ Depletion (" Timed
Dead Time: I 10 minutes
Max Failed Attempts: F

[ ok | coxe | hHb |

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)
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6. On the main window, in the right pane, under the AAA Server Groups section, select the newly created
server group (for example adgroup).

Configuration > Remote Access VPN = AAA /Local Users > AAA Server Groups (m]
AAA Server Groups
| Server Group I Protocol | Accounting Mode | Reactivation Mode | Dead Time | Max Failed Attempts I
LOCAL LOCAL .
I R = |
Delete
Find: () () I Match Case
(Thescreen image above is from Cisco. Trademarks are the pyageheir respective owners.)
7. Under the Servers in the Selected Group section, click Add.
Servers in the Salacked Group
Server Name o IP Address | Interface | Timeout | Add I

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)

8. Onthe Add AAA Server window, complete the following fields, and then click OK. This newly created AAA
server will be added to the list under the Servers in the Selected Group section.

Interface Name Select an appropriate interface that Cisco ASA uses in order to reach the LDAP
server.

Server Name or IP Enter the IP address of the LDAP server.

Address

Base DN Enter the location in the LDAP hierarchy where the server must begin to search.

Naming Attribute(s) Enter the Relative Distinguished Name attribute(s) that uniquely identifies an

entry on the LDAP server. sAMAccountName is the default attribute in the
Microsoft Active Directory.

Login DN Enter the Distinguished Name with enough privileges in order to be able to
search users in the LDAP server.

Login Password Enter the password for the Distinguished Name account.
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[ Add AAA Server x|
Server Group: adgraup

Interface Name: I - I

Server Mame or IP Address: I

Timeouk: I 10 seconds

LDAP Parameters For authentication/authorization

[~ Enable LDAP aver S50

Server Port: 389

Server Type: I—- Detect Automatically/Use Generic Type ——_I
Base DN: I

Scope: IOne level beneath the Base DM ﬂ

Maming Attribute(s): I

Login DM: I

Login Password: I

LDAP Attribute Map: I—- Mone -- + l

[~ SASL MDS authentication
[~ sASL Kerberos authentication
LDAP Parameters For Group Search

Group Base DN: I

Group Search Timeouk: I 10

[o]8 I Cancel | Help |

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)
9. Click Apply.

Creating the RADIUS-enabled AAA Server Group and its Servers

1. Open the Cisco Adaptive Security Device Manager (ASDM) for Cisco ASA.
2. On the main window, click Configuration.

3. Inthe left pane, click the Remote Access VPN tab, and then click AAA/Local Users > AAA Server
Groups.

@ Home 0 Canfiguration @ Manitaring
Remokte Access VPN o

o

- Clientless S5L VPN Access
=3 Easy VPN Remate
AAA[Local Users
'_ AAA Server Groups
£ig LDAP Attribute Map
- Local Users
@i Hosk Scan Image
[]-- Secure Desktop Manager
[#-[E5 Certificate Management
----- Language Localization
----- il DHCP Server

..... .7D' DNS
-, Advanced

(Thescreen image above is from Cisco. Trademarks are the property of their respective owners.)
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4. In the right pane, under the AAA Server Groups section, click Add.

Conliaration - Remete Avcess VP > A Local Users > AAA Server Groues.

Firck: S E0 T Msteh Cass

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)

5. Onthe Add AAA Server Group window, complete the following fields, and then click OK. This newly
created AAA server group will be added to the list under the AAA Server Group section.

(]

AAA Server Groups
GErver Group Prokoool Mode | Fescivation Mo | Dead Tms | Mao Faled Sthempis E
adgreag LDEF Dopietat 10 3 [ |

AAA Server Group |Enter a server group nhame (for example, radiusgroup).

Protocol Select RADIUS.
x|

AAA Server Group: I

Protocal:

Accounting Mode: ™ Simultaneous (% Single

Reactivation Mode: (% Depletion ¢ Timed

Dead Time: I 10 minutes

Max Failed Attempts: F

[~ Enable interim accounting update

I™ Update Tnterval; I 24 Hours

[~ Enable Active Directory Agent mode

I5E Palicy Enforcement
[~ Enable dynamic authorization

Dynamic Authorzation Port: I 1700

[~ Use autharization only made (no common password configuration required)

VPN3K Compatibility Option

oK I Cancel | Help |

«

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)
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6. On the main window, in the right pane, under the AAA Server Groups section, select the newly created
server group (for example, radiusgroup).

Configuration = Remote Access VPN = AAA/Local Users > AAA Server Groups O
AAA Server Groups
Server Group | Protacal I Accounting Mode | Reactivation Mode | Dead Time | Max Failed Attempts |
LOCAL LOCAL
adgroup LDAP Depletion 10 3 Edit |
e |
(The screen image above is from Cisco. Trademarks are the property of their respective owners.)
7. Under the Servers in the Selected Group section, click Add.
Sereard it [ Selected Group
Server Nameor [P Adgress | Interface | Tewout | add I

(The screen image above is from Cisco. Trademarks are the property ofspeitive owners.)

8. Onthe Add AAA Server window, complete the following fields, and then click OK. This newly created AAA
server is added in the list under the Servers in the Selected Group section.

Interface Name Select an appropriate interface that Cisco ASA uses in order to reach Cisco ISE.
Server Name or IP Enter the Cisco ISE IP address.

Address

Server Authentication |Enter 1812.

Port

Server Secret Key Enter the secret key shared between Cisco ASA and Cisco ISE.
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= Add AAA Server =l
Server Group: radiusgroup

Interface Name: I - l

Server Name or IP Address: |

Timeaout: I 10 seconds

RADIUS Parameters

Server Authentication Pork: |1645

Server Accounting Pork: |1646

Retry Interval: |10 seconds ;I

Server Secret Key: |

Common Password: |

ACL Netmask Convert: IStandard ;I

Microsoft CHAPvZ Capable: [V

SDIM

g

Message Table ¥

QK I Cancel | Help |

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)

9. Click Apply.

Adding an IP Address Pool

Cisco ASA can use address pools for assigning IP addresses to the remote access clients.
To add an IP address pool:

1. Open the Cisco Adaptive Security Device Manager (ASDM) for Cisco ASA.

2. On the main window, click Configuration.

3. Inthe left pane, click the Remote Access VPN tab, and then click Network (Client) Access > Address
Assignment > Address Pools.

@ Home E‘ Configuration @ Monitoring |
al

Remote Access VPN n

o ‘.? Introduckion

- &8 Network (Client) Access

i} AnyConnect Connection Profiles
E}- AnyConnect Customization/Localiza
[l AnyConnect Client Profile
AnyConnect Client Software
i} Dynamic Access Policies

i3 Group Policies

)} IPsec(IKEv1) Connection Profiles
Secure Mobility Solution

I:—}-&- Address Assignment

ﬁ Assignmant Palicy

(D) Address Pools

I:}- Advanced

{8 Clientless 551 VPN Access

Easy VPN Remote

(Thescreen image above is from Cisco. Trademarks are the property of their respective owners.)
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4. In the right pane, click Add.

Cenfiguration > Remete Access VPN > Setwork (Client) Access > Address Assignment > Address Posls C

1P Adkdress Pk, Th B Address Posls can b used in sthes 5 VM [Busc{IE 41| Canrmction Brofies, ienCornact Cornaction Profies or Groun Prikoes configurstion,
| 0m|:m| |

Pool Kame: |

Startng Address [ Ending AddressiNumber of Addresses I Subnet MaskiPrefis Length |

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)

5. On the Add IPv4 Pool window, complete the following fields, and then click OK.

Name

Enter the name of the address pool. The length can be up to 64 characters (for
example, vpnpool).

Starting IP Address

Enter the first IP address available for this IP pool. The format of the IP address
should be 0.0.0.0.

Ending IP Address

Enter the last IP address available for this IP pool. The format of the IP address
should be 0.0.0.0.

Subnet Mask

Enter the subnet on which this IP pool resides.

& Add 1Pv4 Pool ﬂ

Name: I

Starting IP Address: |

Ending IP Address: |

d
d

Subnet Mask: |

o ]

=l

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)

6. Click Apply.
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Adding a Group Policy

A group policy is a set of user-oriented attribute/value pairs for connections that are stored either internally
(locally) on the device or externally on a RADIUS server. The connection profile uses a group policy that sets
terms for user connections after the tunnel is established. Group policies let you apply whole sets of attributes to
a user or a group of users, rather than having to specify each attribute individually for each user.

1. Open the Cisco Adaptive Security Device Manager (ASDM) for Cisco ASA.
2. On the main window, click Configuration.

3. Inthe left pane, click the Remote Access VPN tab, and then click Network (Client) Access > Group
Policies.

@ Home G Configuration @ Monitaring
[

Remote Access VPN 1

‘? Introduction
-1} Netwark (Clisnt) Accass

-0} AnyConnect Connection Profiles
[]-- AnyConnect Customization[Localiza
[T AnyConnect Clisnt Profils
AnyConnect Client Software
i} Dynamic Access Policies
3] Group Palicies
-} IPsec(IKEv1) Connection Profiles
Secure Mobility Solution
E]-- Address Assignmenk
- T Advanced

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)
4. Inthe right pane, click Add.

Confiauration > Remote Access VPN > Netwark (Chent) Access > Group Policies |
Manage VPN group pollcies. A VPN group 15 3 coll of user-oriented sttrbutefvaiue pars that may be 22ored intemally on the device or externally on 8 RADIUSLDAP server. The group
pokey nf &5 ref dby VN profiles snd user

To ardorce suthorzation sttributes from an LDAP sarver you must use & (DAP sttrbote man,
@ ns fFem| @ oo | BRnsn |

Noa Type Tunnelng Protocol Cuhnedion e

(The screen image above is from Cisco. Trademarks are thetgroptheir respective owners.)
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5. Onthe Add Internal Group Policy window, perform the following steps, and then click OK.

Name Enter a name for the group policy (for example, safenetpolicy).

More Options Click to expand the window.

Tunneling Protocols M Clear the Inherit check box.
 Select Clientless SSL VPN.
 Select SSL VPN Client.

N

"I AR AA

<

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)
6. Click Apply.
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Configuring a Connection Profile for Network (Client) Access

A connection profile consists of a set of records that determines tunnel connection policies. These records
identify the servers to which the tunnel user is authenticated, as well as the accounting servers, if any, to which
connection information is sent. They also identify a default group policy for the connection, and they contain

protocol-specific connection parameters.
1. Open the Cisco Adaptive Security Device Manager (ASDM) for Cisco ASA.

2. On the main window, click Configuration.

3. Inthe left pane, click the Remote Access VPN tab, and then click Network (Client) Access >

AnyConnect Connection Profiles.

) . - _—
@ Home G-S_Qg‘} Configuration @ Manitaring
Remote Access VPN o &

7 Introduckion
(- B} Metwork (Client) Access

o= AnyConnect Connection Profiles
[T, AnyConnect Customization|Localiza
AryConnect Client Profile

[T AnyConnect Client Software
i} Drynamic Access Policies

- 8] Group Policies

: IPsec(IKEv1) Connection Profiles
Secure Mobility Solution

- p Address Assignment:

[}- Advanced

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)

4. In the right pane, under Access Interfaces, perform the following steps:

a. Select Enable Cisco AnyConnect VPN Client access on the interfaces selected in the table below.

b. Inthe table, for outside and inside interfaces, under the SSL Access column, select Allow Access

and Enable DTLS.

Wccess Interfaces
[~ Enable Cisco AnyConnect VPM Client access on the interfaces selected in the table below

55L access must be enabled if you allow AnyConnect client to be launched from a browser (Web Launch) .

551 Access IPsec (IKEv2) Access
Interface - =
Allow Access | Enable DTLS Allow Access | Enable Client Services Device Certificate ... |
outside - ~ - ~
P-:—-:—-:——— por setgs .._|

¥ Bypass interface access lists For inbound VPN sessions

(The screen image abovdiiem Cisco. Trademarks are the property d@ithiespective owners.)

5. Inthe right pane, under Connection Profiles, click Add.

[Connaction Profiles

Connection profile (tunnel group) specifies how user is authenticated and other parameters. You can configure the mapping from certificate to connection profile here.

Find:l (2} () [ MakchCase

& .ﬂddl Edit | I ] De\etel

| Mame | SSL Enabled | IPsec Enabled I Aliases | Authentication Method Group Policy
DefaultRAGroup — I AAA(LOCAL) DFtGrpPalicy
Y I Y Y T

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)
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6. Onthe Add AnyConnect Connection Profile window, in the left pane, click Basic. In the right pane,
complete the following fields:

Name Enter the name of the connection profile (for example, safenetprofile).
Aliases Enter the alias for the connection profile (for example, safenet).
AAA Server Group Select an appropriate AAA server group (for example, adgroup). This will be the

first authentication method associated with the connection profile.

Client Address Pools | Click Select, and then assign an address pool.

Group Policy 1 Select an appropriate group policy (for example, safenetpolicy).
1 Select Enable SSL VPN client protocol.
9 Fillin the DNS Server detail.

f= Add AnyConnect Connection Profile ll

. Mame: ||
[#-Advanced

Aliases: I

\uthentication
Method: & AAA O Certificate (" Both

AAA Server Group: ILOC#L ;I Manage... |

™ | Use LOCAL if Server Group Fails

(Client Address Assignmenk

DHCP Servers: I

¥ Mone € DHCPLink (" DHCP Subnet

Cliznt Address Poals: I Select... |
Clignt IPv6 Address Poals: I Select.., |

Default Group Policy

Group Palicy: I DfltGrpPolicy j Manage... |

(Following figld is an attribute of the group policy selected above.)

[~ Enable 55L WPM cliznt protocol

[~ Enable IPsec(IKEV2) client protacol

DMS Servers: I

WINS Servers: I

Domain Name: I

| Find: I @ next @ Previous

QK I Cancel I Help |

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)
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7. Onthe Add AnyConnect Connection Profile window, in the left pane, click Advanced > Secondary

Authentication.

Fs Add AnyConnect Connection Profile
.~ Basic Secondary Authentication Server Group
E-Advanced Server Group: |radiusgroup ;] Manage. .. |
- General
- Client Addressing [~ Use LOCAL if Server Group Fails
-Authentication
;A [~ Use primary usermame (Hide secondary username on login page)
- Accounting Attributes Server: (% Primary (" Secondary
~Group Alias/Group URL | gocoion L icamame Server: (% Primary (" Secondary
[Interf ace-Specific Secondary Authentication Server Groups
'Ilnddl .‘Editlioelexel
Interface I Server Group | Fallback to LOCAL | Use primary username
Lisername Mapping from Certificate
I~ Pre-fill username from certificate
I~ | Hide username From end user
I™ Fallback when a certificate fs unavaiable
Password: % Prompt )Useprimary €1 Use I
(+ Specify the certificate fields to be used as the username
Primary Field: ICN (Commen Name) ;I
Secondary Field: |0U (Organization Unit) LI
™ Use the entire DN as the username
™ Use script to select username
|-~ one -- 54 . “ddl B Edit | | | Deletel
o | ¥
I Find: | @ Next @ Previous
[ ok | cace | nep |

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)

8. Inthe right pane, in the Server Group field, select an appropriate server group (for example, radiusgroup).

9. Click OK.
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10. On the main window, in the right pane, perform the following steps, and then click Apply.
a. Under Access Interfaces, select Bypass interface access lists for inbound VPN sessions.
b. Under Login Page Setting, select Allow user to select connection profile on the login page.

c. Under Connection Profiles, in the connection profile list, select the check box in the SSL Enabled
column for your connection profile.
Configuration > Remote Access VPN = Network (Client) Access > AnyConnect Connection Profiles O

The security appliance automatically deploys the Cisco AnyConnect VPM Client ko remote users upon connection. The initial client deployment requires end-user administrative rights. The Cisco AnyConnect
VPN Client supports IPsec (IKEw2) tunnel as well as SSL tunnel with Datagram Transport Layer Security (DTLS) tunneling options.

Wccess Interfaces
[¥ Enable Cisco AnyConnect VPN Client access on the interfaces selected in the table below

S5L access must be enabled if vou allow AnyConnect client ko be launched from a browser (Web Launch) .

SSL Access | IPsec (IKEv2) Access I

Interface |
| Allow Access | Enable DTLS | Allow Access I Enable Client Services I Device Certfficate ... |
outside = cd [ [
I - N T R oo |

¥ Bypass interface access lists For inbound VPN sessions

Access lists from group policy and user policy always apply to the traffic.

Login Page Setting

¥ Allow user to select connection profile on the login page.

I~ shutdown portal login pags.

Connection Profiles

Connection profile (tunnel group) specifies how user is authenticated and other parameters. You can configure the mapping from certificate ko connection profile here,

& add | [ Edt | [0 Dalatel Find:| () () [ Match Case
Mame | 551 Enabled | IPsec Enabled | Aliases I Authentication Method I Group Palicy
DefaultRAGroup [l [l ABA(LOCAL) DFIEGrpPolicy
Defsult WEBVRNGroup r [l ARA(LOCAL) DFlGrpPalicy

safensty

prrm— e —

¥ Let group URL take precedence if group URL and certificate map match different connection profiles. Otherwise, the connection profile that matches the certificate map will be used.

Apply | Reset |

(The screen image above is from Cisco. ireadks are the propéy of their respective owners.)
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Configuring a Connection Profile for Clientless SSL VPN Access

1. Open the Cisco Adaptive Security Device Manager (ASDM) for Cisco ASA.
2. On the main window, click Configuration.

3. Inthe left pane, click the Remote Access VPN tab, and then click Clientless SSL VPN Access > Portal >
Customization.

] : . i _— |
@ Home O{é} Configuration D Maonitoring
=]

Remote Access VPN o

‘9 Introduction

)i Netwaork: (Client) Access

=-[ Clientless S5L VPN Access
-0 Connection Profiles

E}@ Portal

[T Bookmarks

----- Client-Server Plug-ins

2 Customizakion
-[Z] Help Customization
.45% Portal Access Rules
(g, Port Farwarding

gD, Smark Tunnels

----- T2, Web Contents

& VDI Access

ﬁi Group Policies

-l Dynamic Access Policies
[}- Advanced

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)

4. In the right pane, in the Customization objects list, select DfltCustomization, and then click Assign. The
DfltCustomization template will be used for the login page and the main SSL portal.

5. On the Assign GUI Customization: DfltCustomization window, ensure that group policy (for example,
safenetpolicy), or connection profile (for example, safenetprofile), or both are selected. Click OK.
§= Assign GUI Customization: DfitCuste x|

Assign the selected customization to one or more group
policies, connection profiles, or LOCAL users,

= Group Palicy

[V safenetpolicy
[V DfitGrpPalicy
Connection Profile
[¥ DefaultRAGroup
¥ Defaultl2LGroup
[V DefaultWEBVPNGroup
W safenetprafile
¥ 5552

LOCAL User

[ rupin

[~ admin

I rupi

[a]'4 I Cancel | Help |

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)
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6. On the main window, click Configuration.
7. Inthe left pane, click Clientless SSL VPN Access > Connection Profiles.

@ Home Eﬁ Configuration @ Manitoring

Remote Access VPN o i

-9 Introduction

b} Metwork (Client) Access

Clizntless S5L VPN Access

nnection Prafiles

Portal

Bookmarks

Client-Server Plug-ins

Customization

Help Customization

%+ Portal Access Rules
Part Farwarding
Smart Tunnels

Web Cantents

VDI Access

m Group Policies

% Dynamic Access Policies

[T Advanced

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)

8. Inthe right pane, under Connection Profiles, select a profile (for example, safenetprofile), and then click

Edit.

Connaction Profiles

Connection profile (tunnel group) specifies how user is authenticated and other parameters, You can configure the mapping from certificate to connection profile here,

Find:l ) () [ Makch Case

& Ad | [& Edit |Iﬂ Deletel

O
e g e o) saeretpoic

I™ Let group URL take precedence i group URL and certificate map match different connection profiles, Otherwise, the connection prafile matches the cartificate map will be used.

1

Name | Enabled | Aliazes | Authentication Method | Group Palicy I
DefaultRAGroup [l ARA[LOCAL) DfitGrpPalicy
Default WEBYPNGroup ABA[LOCAL) DFtGrpPolicy

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)
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9. On the Edit Clientless SSL VPN Connection Profile: safenetprofile window, in the left pane, click Basic.

10. Complete the following fields:

AAA Server Group

Select an appropriate AAA server group (for example, adgroup).

Server Group

Select an appropriate server group.

Group Policy

Select an appropriate group policy (for example, safenetpolicy).

Enable clientless SSL

Select this option.

VPN protocol

#= Edit Clientless SSL VPN Connection Profile: safenetprofile 1[
F Mame: Isafenetprofile
[-Advanced
Aliases: IsaFenet
Wuthentication
Method: & AAA {7 Certfficate ¢ Both

AAA Server Group! Iadgroup

j Manage... |

I~ Use LOCAL i Server Group Fails

DS

Server Group: IDeFauItDNS

LI Manags. .. |

(Following fields are attributes of the DNS server group selected above.)

Servers: I

Domain Name: I

Default Group Policy

Group Policy: I safenztpalicy j Manage. .. |

(Following field is an attribute of the group policy selected abave.)

¥ Enable clientless SSL VPN protacol

| Find: I @ next @ Previous

oK I Cancel I Help |

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)
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11. In the left pane, click Advanced > Seco

ndary Authentication.

12. In the right pane, in the Server Group field, select an appropriate server group (for example, radiusgroup).

x|

f= Edit Clientless SSL VPN Connection Profile: safenetprofile
-Basic Fecondary Authentication Server Group
E-Advanced

Server Group:
General

Authentication

Attributes Server:

MetBIOS Servers
Clizntless S5L VPN

Session Username Server:

Interface-Specific Secondary Authentication Server Groups

% nddl B Edit | Tl Delets |

[~ Use LOCAL if Server Group Fails

[~ Use primary username (Hide secondary username on login page)
% Primary { Secondary

% Primary (" Secondary

Manage... |

Interface I

Server Graup Fallback to LOCAL

Use primary username

[~ Hide username From
[~ Fallback when a certi

Password; ¢ Prompt

Ilsername Mapping from Certificate

[~ Pre-fill username From certificate

end user

ificate is unavailable

= Use primary. FUseI

% Specify the certificate fields ko be used as the username

Primary Field:

ICN {Common Mame) LI

Secondary Field: IOU (Organization Unit) LI
™ Use the entire DN as the username

™ Use script ko select username

-- None --

|l —

= Addl B Editl i | Deletel

| Find: I

° Nexdk

o Previous

o ]

Cancel Help

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)
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13. In the left pane, click Advanced > Clientless SSL VPN.

14. Perform the following steps:
a. Inthe right pane, in the Login and Logout Page Customization field, select DfltCustomization.

b. Under Connection Aliases, select an appropriate alias (for example, safenet), and then select the
option in the Enabled column.

(The screen image above is from Cisco. Trademarks are the propertyr ofspective owners.)
15. Click OK.
16. Click Apply.
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