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This document is intended to help users of SafeNet products when working with third-party software, such as
Juniper Networks SSL VPN SSO and OWA.

Material from third-party software is being used solely for the purpose of making instructions clear. Screen
images and content obtained from third-party software will be acknowledged as such.

By default, Juniper SSL VPN logons requires that a user provide a correct user name and password to
successfully logon. This document describes the steps necessary to augment this logon mechanism with strong
authentication by adding a requirement to provide a one-time password generated by a SafeNet token using the
implementation instructions below.

Security Partner Information

Security Partner Juniper Networks
Product Name and Version SA 700/ 6.2R1 (Build 13255)
Protection Category SSL Remote Access

Authentication Service Delivery Platform Compatibility

SAS Authentication All versions

e Ensure end users can authenticate through Juniper SSL VPN with a static password before configuring
RADIUS authentication.

e For SAS PCE/SPE:

e SAS Agent for NPS IAS has been installed and configured on the NPS IAS server to accept RADIUS
authentication from the Juniper SSL VPN.

e Ensure that Ports 1812 UDP and 1813 UDP are open to the NPS IAS server.

e The NPS IAS Agent must be configured to use either port 80 or port 443 to send authentication
requests to the SAS server.
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e For SAS Cloud:

e Add a RADIUS Auth Node configured to accept authentication requests from the Juniper SSL VPN.
e For SAS PCE/SPE or SAS Cloud:

o Create or define a “Test” account that will be used to verify that Citrix Web Interface has been properly
configured. Ensure that the user name for this account exists in SAS by locating it on the Assignment
tab.

o Verify that the “Test” user account can successfully authenticate with a static password to Juniper SSL
VPN before attempting to apply changes and test authentication using a token.

e A “Test” user account has been created and assigned with a SafeNet token.

1. Log in to the Juniper SSL VPN Admin web portal.
2. To add a new RADIUS Server, in the left pane, click Auth Servers.

Admanistrator Console
- System

System Status

TN Active Users

System Software Pkg Verson 6.5R3.1 (besid 15255)

Last Reboot 17 days, 14 hours, 14 munutes, 53 seconds
System Date and Time: 2011-03-08 11:13:56 AM (£dit)

Max Licensed Users: 10

Number of Signed-1n Users: 1

3. Inthe right pane, in the New field, select Radius Server and then click the New Server button.

Administrator Console

Status » . .

Confighratian , Authentication Servers

Network 3

1IF-MAP Federation » . .
Log/Monitoring » MNew: iRadius Server i NBwSewer..!ﬂ Delete...

i= Authentication

:::;;:';emm : Authentication/Authorization Servers
Auth. Servers Administrators
=l Administrators ] LpAP Auth
Admin Realms 3
Admin Roles 3 | LDAP Auth - TS

EXECEE () System Local

4. Onthe New Radius Server window, provide the following information:

e Name: Enter New Radius Server.
e Radius Server: Enter the IP address or DNS name of the Primary SAS RADIUS server.

e Shared Secret: Enter a shared secret.
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e Users authenticate using tokens and one-time passwords: Select this option.

featus - A -z g
Configuration . T

. New Radius Server
1F-MAD Fedarstion +
Log/Monitoring  »  DAMe: CC Auhecscation
: In g NAS- 1dentifier Juniper cryptocard intemal
Endpoint Sacusty ¢ Primary Server

Radius Sarver: 192168218

Admun Realime ¢+ Authentication Port: 1812
Shared Secret: sesnsssens

Usar Resima * Accounting Port: 1313
NAS-IP-Address

[ Maimtenance  [EERNSIRS 0 seconds
Systen .

Impect/ixpont 4 Retnes: 0

Aechiving .

Troubleshooting  +

7 Users aumonhmts using tokens or ane-time passwords
Note .

5. Click Save Changes.

Optional: If there is a Secondary SAS RADIUS server, complete all fields in the Backup Server section.

7. Under Authentication Realm, click Users.

A Juniper’

Administrator Console

Status User Authentication Realms

3
Configuration 3
Network: 3

r

Log/Maonitaring Overview hd all realms -
= Authentication .
Mew... | Duplicate. .. | Delete... |
Signing In 3
Endpoint Security »
S FraEe Authentication Realm

= Administrators

Admin Realms  * M Users
Admin Roles 3 a

8. Select the Role Mapping tab and then click New Rule.

¢ Juniper’

NETWORKS

Administrator Console

Status J User Authentication Realms >

Configuration 3 users

Metwork 3

Log/Menitering  *  General Authentication Policy
Signing In * Specify how to assign roles to users when they sign in.
Endpoint Security »

Auth. Servers

i Administrators

NewiRule... | Duplicate | Deletel llil
Vi

Admin Reles 3 (i}

Admin Rezlms

P When users meet these conditions

r 1. usemameis "*"
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9.

In the Rule based on field, select User attribute, and then click Update.

Juni

NETWORKS

per’

Administrator Console

= System

Statue " User Authentication Realms > Users =

confisur=tion » Role Mapping Rule

Network b

EST—— el ey
i~ Authentication k

Signing In b )

Endpoint Sacurity » Name:

Auth. Servers

Rule: If username...

i~ Administrators

Admin Realms
Admin Roles

3

User Roles

10. In the Name field, enter a name for reference. In this example “CC Role Map” was used.

11. Select Filter-Id (11) for the attribute, and enter CCUser1 for the attribute name.
12. Click Save Changes.

Juni

NETWORKS

™y

per

Administrator Consols

= Syctem

Status
Configuration
Nebvaors
Loa/Monitoring
=i Awnthentication

signing In ¥
Endzcint Sacurity ¢
Auth, Servers

= Administrators

Admin Realms

Admin Rolas

User Roles

'
Rasocurce Frofilas b
Razourca Polidasz v
Systemn b
Impor/Export v
Archiving v

Trouble=hooting *

Usar Auchantication Reslms = Usars =

Role Mapping Rule

Rule based on: |User attnbute "I Update I

rarme ICC Role Mag

Rule: TIf user has any of the following attribute

Attributa: |Filtard (11)

lis =l

CClUzexl

...then assign these roles

Avallable Roles: Selected Roles:

(none) lsers

Remove

[~ Stop processing rules when this rule matches

Save changes?

Zave (:anges |

Save + New
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13. In the left pane, click User Realms.
a. Onthe General tab, add the Active Directory Authentication as the first server.

b. Select the Additional authentication server option, and then add the RADIUS authentication.

12

In the Username field, select predefined as: and enter <USERNAME>. Do not enter <USER>.

Seatus B o e ncntion Recims =
zar Authanbcation Baslms
Cenfiguration »
R p CRYPTOCard
% w Authentication Policy  Rele Mapping
Signing In : R e sa—
Endaoint Sesuriby s Name: [cRYPTOCEM | e
Auth, Servers o ey ;
e
Azmin Realmz  »
Admin Roles .
User Rolas »

[1 when edifing, start on the Aol Mapping page
Resourcs Profiles »

Rescurce Polides»

B Servers

System -

Import/Expart  » Spacify the servars ta use for suthentication and sutharzabon. To creste or manage =ervers, sea the Serers pags

Archiving .

Troubleshooting = Authentic ation: Te;tAD I:_j Spacify tha serus:
Directory/Attribute: ;'S'arne as above |i[ Specify the server
Accounting: ENone \"I Spacify tha serve

Additional authentication server

ify an additicnal suthentication =erv
for thass inputs are spacfiad by &

(the I=b

Authentication =2: [C Auth 53]

Usemama is: & specified by user on sign-in pags
& predefined as: -:USERN.P.ME>

Fassword is: & spacified by user on sign-in pags
O predefined as: %EDASSWDRD:-

[¥] End sessian if authentication againat this server fails

14. Edit the Default Sign-In Page or the page that you are using so that the Secondary password field reads
OTP.

[ system |
Status
Configuration
Network
Log/Monitoring

Name: Default Sign-In Page abel to rafersnce the sign-in pags
i Authentication
Page Type: (%) Users/Administrators

Endpoint Sacurity »
Auth, Servers

Admin Realms  »
Admin Role= r

m Portal name: Secura Access SSLVPN

Uzar Raalms= »

|

Signing In >

Default Sign-In Page

v v v v

Custom text

Welcome message: Welcome to the

Submit button: Signn
User Roles > 5 — =
N fran ey Instructions: Please aign in to bkegin your secure
Razource Policiaz » acIsTon:
System >

This b=xt sppears the right-hend side of th= =ig =ge ucs

Import/Export  »
Archiving »
Treubleshooting » Username: Usemame

Password: Password 4

Realm: Realm Thiz prompt oppaarz whan the zign in pag

Secondary usemame: Srecqndar)fusernamej
Secondary password: oTP

O Prompt the secondary credentials on the second page

T alm uzing this sign-in pagae specifias a

Sign Out message: Your session has ended.

Sign In link text: Click here to signin again
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15. In Resource Profiles / Web, add a new Profile for OWA. Make sure to add the users on the Roles tab.

Administrator Console

Wweb Application Raescurce Profiles =

OWA

~ Avuthentication
Signing In *

Endpoint Sacurity « Type: ®
Auth. Sarvarz Name: *
i Administrators
Admin Realms ¢ Description:
Admin Rolas *
User Rezlms v
Usar Roles .
Rezource Profilaz | e TR
Resource Pelicias + e 2
System »
Import/Export  »
Archiving 3
Troubleshooting + ~
— OWAsettings
Caching:
Attachments:

Roles  Bookmarks

Microsoft OWA 2003
[owa

Outlook Web Accesss

This URL wil
be used to
the fully qus

E =i h

htps://pop2.cryptocard.com

Medifying tF
values. Plez
profile.

Use these settings to control the security and performance of OWA.

@ Allow caching on client (maximize parformance)
) Minimize caching on client (maximize security)

[ Prevent download of attachments

[J Prevent upload of attachmants

16. In the Exchange System Manager, clear the Enable Forms Based Authentication option. The SSO will

not work with Forms Based Authentication.

‘= Exchange System Manager

e-.l Fle  &ction  Niew Windor  Help

o O EFER 2E

E (RIPTOCard (Exchange)

Global 3attngs

Reciplents

3 Acfninistrative Groups

=603 First Adririscrative Group

=1 Servers

—hd ERCHANGE

1 ueues

J First Storage Group

Protocels

EXCHANGEDT

= Queues

Firgt Skarage Group

o Ful-Text Indezing
-+ Frotocdls
=-{3 HT1P
;@ Exchange Yirtual Server
IMAP4
#-{ NNTP
-3 POP3
-3 SMTP
2 xam
[#-{1 Routng Graups
[+ Folders
-3 Tools

Exchange Virtual Server

[ Excadmin

wchange
icrosaft-Sorvsr-ActiveSync

Exchange Yirtual Server Properties

General  32EINQS I

Dutioak Wb Access

LOMArEsSoT

I\Ian j

Ok I Cancel Lol Relp
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Testing Authentication

The next step is to test the newly configured two-factor authentication.
1. Open a web browser and go to: http://JuniperSSLVPN.DNS.Name/

2. Enter your username, Active Directory password, and an OTP passcode.
3. Click Sign In.

g Juniper

= NETWORKS

Welcome to the

Secure Access SSL VPN

Username | ‘ Please sign in to begin your secure session.
Password

oTP

Sign In

4. If you successfully authenticate, the following screen should appear:

Welcome o the Secure Access SSLVPN, office \abierons.

Wb Bookmariks |||

[&l crYPTOCard
@ Blackshield
@ owa

@

Homre

¥

Frafere
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Symptom

Indication

Possible Causes

Solution

Symptom

Indication

Possible Causes

Solution

Login Failed

11/19/2008 Henry Authentication  Failure 312191514 192.168.2.1  Invalid
12:36:49 PM OTP

The one-time password provided for the user is incorrect.

Attempt to re-authenticate against SAS. If it comes up as invalid OTP again, test the
token out via the SAS Manager.

Login Failed
11/19/2008 Henry Authentication Failure 312191514 192.168.2.1 Invalid
12:47:24 PM PIN

The PIN provided for the user is incorrect.

Attempt to re-authenticate against SAS. If it comes up as invalid PIN again, changing the
initial PIN back to default and forcing a PIN change would solve the issue, or have the
user access the SAS Self-Service page.
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If you encounter a problem while installing, registering, or operating this product, please make sure that you
have read the documentation. If you cannot resolve the issue, contact your supplier or SafeNet Customer
Support. SafeNet Customer Support operates 24 hours a day, 7 days a week. Your level of access to this
service is governed by the support plan arrangements made between SafeNet and your organization. Please
consult this support plan for further information about your entitlements, including the hours when phone support

is available to you.

Table 1: Support Contacts

Contact Method

Address

Phone

Technical Support
Customer Portal

Contact Information

SafeNet, Inc.
4690 Millennium Drive
Belcamp, Maryland 21017 USA

United States 1-800-545-6608
International 1-410-931-7520

https://serviceportal.safenet-inc.com

Existing customers with a Technical Support Customer Portal account can log in to
manage incidents, get the latest software upgrades, and access the SafeNet Knowledge
Base.
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