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This document is intended to help users of SafeNet products when working with third-party software, such as
Fortinet Fortigate.

Material from third-party software is being used solely for the purpose of making instructions clear. Screen
images and content obtained from third-party software will be acknowledged as such.

The information in this document applies to the following:
o SafeNet Authentication Service (SAS)—A cloud authentication service of SafeNet, Inc.

o SafeNet Authentication Service — Service Provider Edition (SAS-SPE)—The software used to build a
SafeNet authentication service.

o SafeNet Authentication Service — Private Cloud Edition (SAS-PCE)—A term used to describe the
implementation of SAS-SPE on-premises.

Security Partner Fortinet
Product Name Fortigate Family
Product Tested Fortigate-60B / 3.00-b5101 (MR5 Patch 2)
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Overview

By default, Fortinet Fortigate VPN logon requests require that a user provide a correct user name and password
to successfully log on. This document describes the steps necessary to augment this logon mechanism with
strong authentication by adding a requirement to provide a one-time password (OTP) generated by a SafeNet
token using the instructions in this guide.
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Prerequisites

Ensure a test user account can authenticate through Fortinet Fortigate with a static password before
configuring RADIUS authentication.

Ensure that RADIUS ports 1812/1813 are open to SafeNet Authentication Service.
If using SAS-SPE or SAS-PCE:

e Configure the SAS Agent for IAS/NPS or Juniper Steel Belted RADIUS to accept authentication
requests from the Fortigate device.

e Add the test user account to SAS and assign a token.
If using SAS Cloud:
e Add Fortigate as an Auth Node (COMMS > Auth Nodes)

e Add the test user account to SAS and assign a token.

Operation

By configuring Fortigate 60B to require two-factor authentication, the user will use a one-time password (OTP) in
place of their regular static password.

Configuration

Adding a RADIUS Server

1.
2.
3.

Open Fortigate 60B Web Config
In the left pane, click User > RADIUS.

In the right pane, click Create New.

FoRTiEAaTe. 60B
WEB CONFIG

RADIUS

Name Server Name/IP

LDAP
Windows AD
PKI
User Group
Authentication
’ AntiVirus
§ ntrusion Protection

§ we firter

§ Antispam

§ m,p2p & vorr

§ Logareport

(The screen image above is from Fortinet® software. Trademarks are the property of their respective owners.)
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4. Onthe New RADIUS Server window, provide the following information:

Name

Enter a name for the RADIUS server.

Primary Server Name/IP

Enter the host name or IP address for the primary RADIUS server.

Primary Server Secret

Enter the shared secret for the primary RADIUS server.

Secondary Server Name/IP

If applicable, enter the host name or IP address for the secondary RADIUS
server.

Secondary Server Secret

If applicable, enter the shared secret for the primary RADIUS server.

NAS IP/Called Station ID

Ignore this field.

Include in every User Group

Ignore this field.

FoRriGare. 60B

WEB CONFIG

LDAP
Windows AD
PKI

User Group

Authentication

§ Antivirus

! Intrusion Protection
§ webriter

§ Antispam

§ m,p2p & vor

§ LoggReport

New RADIUS Server

Name [Blackshield
Primary Server Name/IP ,W
Primary Server Secret ssssssssee

Secondary Server Name/IP [—
Secondary Server Secret [—
NAS IP/Called Station ID I

Include in every User Group I~ Enable

g« cancel

(The screen image above is from Fortinet® software. Trademarks are the property of their respective owners.)

5. Click OK.
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Creating a User

1. Inthe left pane, click User > Local.

2. Inthe right pane, click Create New.

FoRriEATE. 608
WEB CONFIG
! System

! ] User Name

! Firewall

RADIU

LDAP
Windows AD
PKI

User Group
Authentication

I AntiVirus

§ mtrusion Protection
§ web Fiter

! AntiSpam

§ m,p2p & vor

§ Logareport
(The screen image above is from Fortinet® software. Trademarks are the property of their respective owners.)

3. On the New User window, provide the following information:

Name Enter a name for the user. Ensure that the user name entered here match’s
the user name within the SafeNet Authentication Service.

RADIUS Select this option and then select the RADIUS server that was just configured.

4. Click OK.

FoariSAaTre. 60B
WEB CONFIG
’ System

’ Router New User

’ Firewall User Name [Henry
’ VPN [~ Disable
¢ Password |
_ ¢ LDAP [[Please Select] =l
+* RADIUS I iw
RADIUS o fBlackShield ~]
LDAP e -
Windows AD m

PKI
User Group
Authentication

I AntiVirus

’ Intrusion Protection

§ web Fitter

I AntiSpam
§ m,p2p & vorp

§ LogsReport

(The screen image above is from Fortinet® software. Trademarks are the property of their respective owners.)
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Creating a Group

1. Inthe left pane, click User > User Group.

2. Inthe right pane, click Create New.

ForriGAare. 60B

WEB CONFIG

USEI‘GI'OI.IE
§ system

g =
! o Group Name Members Protection

§ Firewan
g ven

Local
RADIUS
LDAP
Windows AD

Authentication
, AntiVirus
’ Intrusion Protection

§ web Fitter

, AntiSpam

§ m,p2p & vor

§ LoggReport
(The screen image above is from Fortinet® software. Trademarks are the property of their respective owners.)

3. Onthe New User Group window, provide the following information:

Name Enter a name for the group.
Type Select SSL VPN.
Members In the Available Users/Groups list, click the RADIUS server group and then

click the right arrow button to move it to the Members list.

SSL-VPN User Group Expand this list and select the following options:
Options e Enable SSL-VPN Tunnel Service

e Enable Web Application
e HTTP/HTTPS Proxy

e Telnet (applet)

e VNC
e FTP
e SMBI/CIFS
e RDP
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FomariEaTre. 60B

WEB CONFIG
User Group

! System

Router

New User Group

Name |BSIDSSLVPN

§ Firewan Type [ssoven =]

VPN Available Users/Groups Members

_ ~Local Users - =1 @) [ Local Users - =]
Henry - Users on RADIUS/LDAP servers -

Local
RADIUS
LDAP
Windows AD
PKI

uthentication
¥ Antivirus
§ intrusion Protection

§ webritter

- Users on RADIUS/LDAP servers - @
- PKI Users - - PKI Users -

¥ SSL-VPN User Group Options
lﬁEnable SSL-VPN Tunnel Service
I~ Allow Split Tunneling

Restrict tunnel IP range for this group | -

[V Enable web Application
[V HTTP/HTTPS Proxy [ Telnet(applet) ¥ VNC
l IM, P2P & VolP v FTP ¥ SMB/CIFS v RDP
! Log&Report Host Check
[~ Check FortiClient AV Installed and Running
[~ Check FortiClient FW Installed and Running
[~ Check for Third Party AV Software
I~ Check for Third Party Firewall Software

™ Enshla Carha Claan

’ AntiSpam

(The screen image above is from Fortinet® software. Trademarks are the property of their respective owners.)

4. Click OK.

Enabling SSL-VPN

1. Inthe left pane, click VPN > SSL.
2. Inthe right pane, select Enable SSL-VPN.
3. Enter all relevant information and then click Apply.

FoariGare. 608
WEB CONFIG

SSL-VPN Settings

lﬁEnable SSL-VPN
Login Port 10443
Tunnel IP Range [192.168.2.1 -[192.168.2.254

Server Certificate Self-Signed x

Require Client Certificate ™

’ User Encryption Key Algorithm ¢ High - AES(128/256 bits) and 3DES
 Default - RC4(128 bits) and higher

’ M  Low - RC4(64 bits), DES and higher
¥ ntrusion Protection 1dle Timeout 300 (seconds)
] webriter
Portal Message CRYPTOCard SSL VPN Portal
’ AntiSpam
4 m,p2p & vow
¥ Loosreport » Advanced (DNS and WINS Servers)

(The screen image above is from Fortinet® software. Trademarks are the property of their respective owners.)

Next, a firewall policy must be created to allow RADIUS authentication via SSL VPN.
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Creating a Firewall Policy

1.
2.

In the left pane, click Firewall > Policy.

In the right pane, click Create New.

FoRriGAaTe. 608
WEB CONFIG

’ System

’ Router
- Firewan |
[ Poley_f

Address

T Service T Profile

T status TID T Source Y Destination T Schedule

+ internal -> wan1 (1)

v 1 o all o all always o ANY

Service
Schedule

Virtual IP
Protection Profile

§ ven
§ user
’ AntiVirus

§ intrusion Protection

§ web Fiter

l AntiSpam
§ m,p2p & vor

¥ LoggReport

(The screen image above is from Fortinet® software. Trademarks are the property of their respective owners.)

Testing RADIUS Authentication

1
2
3.
4

In the Source Interface/Zone field, change the value from dmz to wan1l.
In the Action field, change ACCEPT to SSL VPN.

Select the user group that was created previously and move it from Available Groups to Allowed.

Click OK.

Using the Command Line Interface (CLI)

1.
2.
3.

In Fortigate Web Config, click System > Status.

On the CLI console, click anywhere on the screen to activate a prompt.
Type the following command to test authentication:

diag test auth rad <RADIUS Server Name> pap <Username> <OTP>
where:

<RADIUS Server Name> = Name of configure RADIUS server
<Username> = User created in the Fortigate

<OTP> = Code generated from the SafeNet token assigned to the user
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3 CL1 Console (connected) - Mozilla Firefox _ | [m] il

Ir l_] 1| https:/f217.205.203. 252 /system/jsconsole

Connected

FGT&0B3307 8218 # diag test auth rad BlackShield pap henry 891485965
henry' against 'pap' succeeded, server=primary s on_timeout=0 secs!

8218 §

Customize | Attach |

Done 217.205.203.252 (3

Before testing authentication, ensure that you have a SafeNet token assigned in SafeNet Authentication
Service.

1. To test RADIUS Authentication via SSL, launch a Web browser client and navigate to:
https://Fortinet. DNS_Name:10443
2. Alogin page is displayed:
a. Enter your Fortigate user name.
b. Enter the code generated by the SafeNet token.
(Each user should have a SafeNet token assigned to them in SAS.)

3. If authentication is successful, a new page will appear with all of the applications and bookmarks you are
allowed access to. If the authentication fails, please refer to the “Troubleshooting” section on page 12.

Error messages are from the SAS Snapshot tab.

Symptom Login failed

Indication 11/19/2013 Henry Authentication Failure 312191514 192.168.21.120 Invalid
12:36:49 PM OoTP

Possible Causes The one-time password provided for the user is incorrect.

Solution Attempt to re-authenticate against SAS again. If it comes up as an invalid OTP again, test the token

via the SafeNet Authentication Service Manager.
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https://fortinet_dns_name:10443/

Symptom

Indication

Possible Causes

Solution

Login failed
11/19/2013 Henry Authentication Failure 312191514 192.168.21.120 Invalid
12:47:24 PM PIN

The PIN provided for the user is incorrect.

Attempt to re-authenticate against SAS again. If it comes up as invalid PIN again, changing the
initial PIN back to default and forcing a PIN change would solve the issue, or have the user access
the SAS Self-Service page.

If you encounter a problem while installing, registering, or operating this product, please make sure that you
have read the documentation. If you cannot resolve the issue, contact your supplier or SafeNet Customer
Support. SafeNet Customer Support operates 24 hours a day, 7 days a week. Your level of access to this
service is governed by the support plan arrangements made between SafeNet and your organization. Please
consult this support plan for further information about your entitlements, including the hours when phone support

is available to you.

Contact Method

Address

Phone

Technical Support
Customer Portal

Contact Information

SafeNet, Inc.
4690 Millennium Drive
Belcamp, Maryland 21017 USA

United States 1-800-545-6608
International 1-410-931-7520

https://serviceportal.safenet-inc.com

Existing customers with a Technical Support Customer Portal account can log in to
manage incidents, get the latest software upgrades, and access the SafeNet Knowledge
Base.
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