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Third-Party Software Acknowledgement

This document is intended to help users of Gemalto products when working with third-party software, such as
Cisco Secure ACS.

Material from third-party software is being used solely for the purpose of making instructions clear. Screen
images and content obtained from third-party software will be acknowledged as such.

Description

SafeNet Authentication Service delivers a fully automated, versatile, and strong authentication-as-a-service
solution.

With no infrastructure required, SafeNet Authentication Service provides smooth management processes and
highly flexible security policies, token choice, and integration APIs.

Cisco Secure Access Control Server (ACS) is an access policy control platform that helps you comply with
growing regulatory and corporate requirements. By integrating with your other access control systems, it helps
improve productivity and contain costs. It supports multiple scenarios simultaneously, including:

1 Device administration: Authenticates administrators, authorizes commands, and provides an audit trail
1 Remote access: Works with VPN and other remote network access devices to enforce access policies
1 Wireless: Authenticates and authorizes wireless users and hosts, and enforces wireless-specific policies
1

Network admission control: Communicates with posture and audit servers to enforce admission control
policies

Cisco Secure ACS uses two distinct protocols for AAA servicesd Remote Authentication Dial-In User Service
(RADIUS) and Terminal Access Controller Access Control System (TACACSH+).

Cisco Adaptive Security Appliance (ASA) is a security device that combines firewall, antivirus, intrusion
prevention, and virtual private network (VPN) capabilities. It provides a proactive threat defense that stops
attacks before they spread through the network.

Cisco ASA can be used as a security solution for both the small and large networks.
This document describes how to:

1 Deploy multi-factor authentication (MFA) options in Cisco Secure ACS using SafeNet one-time (OTP)
authenticators managed by SafeNet Authentication Service.

1 Configure Cisco Secure ACS to work with SafeNet Authentication Service in RADIUS mode.

It is assumed that the Cisco Secure ACS environment is already configured and working with static passwords
prior to implementing multi-factor authentication using SafeNet Authentication Service.

Cisco Secure ACS can be configured to support multi-factor authentication in several modes. The RADIUS
protocol will be used for the purpose of working with SafeNet Authentication Service
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Applicability

The information in this document applies to:
1 SafeNet Authentication Service (SAS)0 Sa f e N e tdéasedcalthentication service

1 SafeNet Authentication Service i Service Provider Edition (SAS-SPE)d A server version that is used by
Service Providers to deploy instances of SafeNet Authentication Service

1 SafeNet Authentication Service i Private Cloud Edition (SAS-PCE)d A server version that is used to
deploy the solution on-premises in the organization

Environment

The integration environment that was used in this document is based on the following software versions:
1 SafeNet Authentication Service (SAS)0 Sa f e Ne t éasedcalthentidation service
1 Cisco Secure ACSd Version 5.4.0.46.0a

1 Cisco ASAQG Version 9.2(2)4

1 Cisco Adaptive Security Device Manager (ASDM)d Version 7.3(1)101

1 Cisco Secure Mobility Clientd Version 3.1.04072

1 SafeNet VPN Client for Cisco AnyConnectd Version 3.1.04072

Audience

This document is targeted to system administrators who are familiar with Cisco Secure ACS, and are interested
in adding multi-factor authentication capabilities using SafeNet Authentication Service.

RADIUS-based Authentication using SAS Cloud

SAS Cloud provides two RADIUS mode topologies:

1 SAS cloud hosted RADIUS serviced A RADIUS service that is already implemented in the SAS cloud
environment and can be used without any installation or configuration requirements.

RADIUS Protocol »> §

Cisco ACS
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1 Local RADIUS hosted on-premisesd A RADIUS agent that is implemented in the existing customerd s
RADIUS environment. The agent forwards the RADIUS authentication requests to the SAS cloud
environment. The RADIUS agent can be implemented on a Microsoft NPS/IAS or FreeRADIUS server.

Cisco ACS IAS/NPS RADIUS / FreeRADIUS

This document demonstrates the solution using the SAS cloud hosted RADIUS service.

For more information on how to install and configure SAS Agent for IAS/NPS, refer to:
http://www2.safenet-inc.com/sas/implementation-guides/sfnt-updates/SAS-Agents-IASNPS. pdf

For more details on how to install and configure FreeRADIUS, refer to the SafeNet Authentication Service
FreeRADIUS Agent Configuration Guide.

RADIUS-based Authentication using SAS-SPE and SAS-
PCE

For both on-premises versions, SAS can be integrated with the following solutions that serve as local RADIUS
servers:

1 Microsoft Network Policy Server (MS-NPS) or the legacy Microsoft Internet Authentication Service
(MS-1AS)0 SafeNet Authentication Service is integrated with the local RADIUS servers using a special on-
premises agent called SAS Agent for Microsoft IAS and NPS.

For more information on how to install and configure the SAS Agent for Microsoft IAS and NPS, refer to the

following document:

http://www?2.safenet-inc.com/sas/implementation-guides/sfnt-updates/SAS-Agents-IASNPS. pdf

1 FreeRADIUSS The SAS FreeRADIUS Agent is a strong authentication agent that is able to communicate
with SAS through the RADIUS protocol.

For more information on how to install and configure the SAS FreeRADIUS Agent, refer to the SafeNet
Support Portal.
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RADIUS Authentication Flow using SAS

SafeNet Authentication Service communicates with a large number of VPN and access-gateway solutions using
the RADIUS protocol.

The image below describes the data flow of a multi-factor authentication transaction for Cisco Secure ACS.

i r @
4«‘% RADIUS Protocol ]

RADIUS Protocol
 Tokens & Users | @ Cisco ASA

= <
@ Cisco ACS @

1. A user attempts to log on to Cisco Secure ACS using an OTP authenticator.

2. CiscoSecure ACSsends a RADIUS request with the wusereivike credent

for validation.
The SAS authentication reply is sent back to the Cisco Secure ACS.

4. The user is granted or denied access to the Cisco Secure ACS based on the OTP value calculation results
from SAS.
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RADIUS Prerequisites

To enable SafeNet Authentication Service to receive RADIUS requests from Cisco Secure ACS, ensure the
following:

1 End users can authenticate from the Cisco Secure ACS environment with a static password before
configuring the Cisco Secure ACS to use RADIUS authentication.

1 Ports 1812/1813 are open to and from Cisco Secure ACS.

1 A shared secret key has been selected. A shared secret key provides an added layer of security by
supplying an indirect reference to a shared secret key. It is used by a mutual agreement between the
RADIUS server and RADIUS client for encryption, decryption, and digital signatures.

1 Cisco AnyConnect Secure Mobility Client is installed on the client machine.
1 SafeNet VPN client for Cisco AnyConnect is installed on the client machine.

I SafeNet eToken PASS and MP-1 tokens are already enrolled as an OTP token in SAS.

Configuring SafeNet Authentication Service

The deployment of multi-factor authentication using SAS with Cisco Secure ACS using RADIUS protocol
requires the following:

1 Creating Users Stores in SAS, page 9

1 Assigning an Authenticator in SAS, page 10

1 Adding Cisco Secure ACS as an Authentication Node in SAS, page 10
1 Checking the SAS RADIUS Address, page 13

Creating Users Stores in SAS

Before SAS can authenticate any user in your organization, you need to create a user store in SAS that reflects
the users that would need to use multi-factor authentication. User records are created in the SAS user store
using one of the following methods:

1 Manually, one user at a time, using the Create User shortcut
1 Manually, by importing one or more user records via a flat file

1 Automatically, by synchronizing with your Active Directory / LDAP server using the SAS Synchronization
Agent

For additional details on importing users to SafeNet Authentication Service, refertoi Cr eat i ng User s o i n
SafeNet Authentication Service Subscriber Account Operator Guide:

http://www.safenet-inc.com/resources/integration-guide/data-
protection/Safenet_Authentication_Service/Safenet_Authentication_Service _ Subscriber_Account_Operator_G
uide/

All SafeNet Authentication Service documentation can be found on the SafeNet Knowledge Base site.
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Assigning an Authenticator in SAS

SAS supports a number of authentication methods that can be used as a second authentication factor for users
who are authenticating through Cisco Secure ACS.

The following authenticators are supported:
eToken PASS
RB-1 Keypad Token
KT-4 Token
SafeNet Gold

l

il

l

il

1 SMS Token
1 MP-1 Software Token
1 MobilePASS

l

GrlIDsure Authentication

Authenticators can be assigned to users in two ways:
1 Manual provisioningd Assign an authenticator to users one at a time.

1 Provisioning rulesd The administrator can set provisioning rules in SAS so that the rules will be triggered
when group memberships and other user attributes change. An authenticator will be assigned automatically
to the user.

Refer to fAPr ovi s $aeNat AuthenfcatibneSerdice Bubscribér Account Operator Guide to learn
how to provision the different authentication methods to the users in the SAS user store.

http://www.safenet-inc.com/resources/integration-guide/data-
protection/Safenet_Authentication_Service/Safenet_Authentication_Service__ Subscriber_Account_Operator_G
uide/
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Adding Cisco Secure ACS as an Authentication Node in SAS

Add a RADIUS entry in the SAS Auth Nodes module to prepare it to receive RADIUS authentication requests
from Cisco Secure ACS. You will need the IP address of Cisco Secure ACS and the shared secret to be used
by both SAS and Cisco Secure ACS.

1. Log into the SAS console with an Operator account.

Shortcuts 4 Manage: IMC inc.
@ Create User | ASSIGNMENT TOKENS GROUPS REPORTS SELF-SERVICE ‘OPERATORS POLICY CoMMs

‘ 7 Authentication Activity O = ‘
‘ i Authentication Metrics 0= ‘
@
i’r.s Token States 0=
- SMS Credits 0 =
Allocation Ho =
Transaction Log
Service Start: 2013-07-17 Service Stop: 2016-02-05
Ttem Capacity KT e | mp-ysms | TN GRID SecurID OATH | 5MSCredits | Password | RADIUS GoLD eToken | MobilePASS
Maximum 1 ] o 5 o o o o o o o o o o
In Uszs 1 0 o 2] 0 0 o 0 o 1 o 0 2] o
O References 0= ‘
Powered by
@afeNet

2. Click the COMMS tab, and then select Auth Nodes.

St cuts 4 Manage: IMC inc.
& Creses Ussr SNAPSHOT  ASSIGNMENT TOKENS GROUPS REPORTS SELF-SERVICE OPERATORS  POLICY

4w ListAccounts
D Communications 0 =

‘ D Authentication Processing Q=

=, Auth Nodes HO =

D SAML Service Providers =

‘ O Custom Branding Q=

Powered by

Q‘S}afeNet
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3. Inthe Auth Nodes module, click the Auth Nodes link.

=, Auth Nodes
.

HO =
Auth Nodes:
Task Description
Auth Nodes Create and configure SafeNet Authentication Service Authentication Nodes
Auth Nodes:

Using the RADIUS protocol over the internet provides limited security of the traffic between the organization's data center and the authentication service. For improved security
and for alternatives to RADIUS traffic, please refer to the recommendations included in the SafeNet Authentication Service Administrator guide.

Add Change Log Cancel
Primary RADIUS Server IP: 109.73.120.148:1812 Primary SafeNet Authentication 500041 cafenet-inc.com:443 Max. Auth Nodes: 10
Service Agent DNS:
Failover RADIUS Server IP: £9.20.230.201:1812 Failover SafeNet Authentication  ,0ones cafenet-inc.com:443
Service Agent DNS:

No Records

4. Under Auth Nodes, click Add.
5. Inthe Add Auth Nodes section, complete the following fields, and then click Save:

Agent Description Enter a host description.

Host Name Enter the name of the host that will authenticate with SAS.

Low IP Address In Range Enter the IP address of the host that will authenticate with SAS.

Configure FreeRADIUS Select this option.
Synchronization

Shared Secret Enter the shared secret key.
Confirm Shared Secret Re-enter the shared secret key to confirm it.
Agent Description Enter a host description.

Add Auth Node

Save Cancel

Auth Nodes

Agent Description: ¥ Configure FreeRADIUS Synchrenization
Host Name: Shared Secret:

Low IP Address In Range: Confirm Shared Secret: X
High IF Address In Range: FreeRADIUS synchronization may take up to 5 minutes to propagate in the system.

Exclude from PIN change requests

The authentication node is added to the system.

Auth Nodes:
Using the RADIUS protocol over the internet provides limited security of the traffic between the organization's data center and the authentication service. For improved security
and for alternatives to RADIUS traffic, please refer to the recommendations included in the SafeNet Authentication Service Administrator guide.
Add Change Log Cancel
Primary SafeNet Authentication
. 2 . 2 5 3
Primary RADIUS Server IP: 109.73.120.148:1812 Service Agent DNS: agentl.safenet-inc.com:443 Max. Auth Nodes: 10
Failover RADIUS Server IP: 69.20.230.201:1812 Failover SafeNet Authentication  ,o.nt> cafenet-inc.com:443
Service Agent DNS:
Index Description Host Name 1P Address FraeRADIUS
1 Cisco ACS Ciseo_ACS 84.94.215.78 True Edit Remove
Displaying: 1 to1of1 “wa4 o
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Checking the SAS RADIUS Address

Before adding SAS as a RADIUS server in Cisco Secure ACS, check its IP address. The IP address will then be
added to Cisco Secure ACS as a RADIUS server at a later stage.

1. Log into the SAS console with an Operator account.

Shortcuts < Manage: IMC inc.
& Crests User | ASSIGNMENT  TOKENS GROUPS REPORTS SELF-SERVICE  OPERATORS  POLICY  COMMS

7 Authentication Activity EHO =
1 Authentication Metrics o =
‘ i’r Token States = ‘
‘ -4 SMS Credits o = ‘
Allocation HO =
Transaction Log
Service Start: 2013-07-17 Service Stop: 2016-02-05
Item Capacity KT RB-1 MP-1/5MS ]lcf[S::- GRID SecurID OATH 5MS Credits | Password RADIUS GOLD eToken MobilePASS
Maximum 1 0 o 5 0 0 o 0 o 2] o 0 2] o
In Use 1 o o o o o o o o 1 o o o o
) References o=
Powered by
@afeNet

2. Click the COMMS tab, and then select Auth Nodes.

Shortcuts 4 Manage: IMC inc.
& Crests User SNAPSHOT  ASSIGNMENT TOKENS GROUPS REPORTS  SELF-SERVICE  OPERATORS  POLICY

as ListAccounts
D Communications Q=
(:::) Authentication Processing O =
=, Auth Nodes EO =
‘ C:j SAML Service Providers =
Q Custom Branding 0=
Powered by
QS}afeNet

3. Inthe Auth Nodes module, click the Auth Nodes link. The SAS RADIUS server details are displayed.
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-
1

=, Auth Nodes
L

Auth Nodes:

Task Description
Auth Nodes Create and configure SafeNet Authentication Service Authentication Modes
Auth Nodes:

Using the RADIUS protocol over the internet provides limited security of the traffic between the organization's data center and the authentication service. For improved security
and for alternatives to RADIUS traffic, please refer to the recommendations included in the SafeNet Authentication Service Administrator guide.

Add Change Log Cancel
Frimary RADIUS Server IP: 109.73.120.148:1812 Primary SafeNet Authentication 00041 cafanet-inc.com:443 Max. Auth Nodes: 10
Service Agent DNS:
Failover RADIUS Server IP: 69.20.230.201:1812 Failover SafeNet Authentication 00045 cafenet-inc.com:443
Service Agent DNS:
No Records

Configuring Cisco ASA

For this integration, Cisco ASA is used for the SSL VPN connection.

To configure Cisco ASA for two-step and multi-factor authentication requires the following:
1 Creating AAA Server Groups, page 14

1 ADDING AN IP ADDRESS PoOL, page 22

1 Adding a Group Policy, page 23

1 Configuring a Connection Profile for Network (Client) Access, page 25

1 Configuring a Connection Profile for Clientless SSL VPN Access, page 29

1 Configuring a Connection Profile for Clientless SSL VPN Access for GriDsure, page 34

Creating AAA Server Groups

If you want to use an external AAA server, you must first create at least one AAA server group per AAA
protocol, and add one or more servers to each group. AAA server groups are identified by name. Each server
group is associated with only one type of server, such as Kerberos, LDAP, NT, RADIUS, SDI, or TACACS+.

For this integration, we will use LDAP and TACACS+ external AAA servers for authentication.

Create two server groups; for example, adgroup and tacacsgroup. adgroup must be configured with the
external LDAP server using LDAP protocol, and tacacsgroup should be configured with the external TACACS
server using TACACS+ protocol.
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Creating the LDAP-enabled AAA Server Group and its Servers

1.

Open the Cisco Adaptive Security Device Manager (ASDM) for Cisco ASA.

2. On the main window, click Configuration. In the left pane, click the Remote Access VPN tab, and then

3.

click AAA/Local Users > AAA Server Groups.

@ Home 'E.* Configuration @ Manitaring
al

Remote Access VPN Il

gy AAA[Local Users
iﬁ AAA Server Groups

. Sig LDAP Attribute Map
-1 Local Users

g2 Host Scan Image

E§|-- Secure Desktop Manager

F-E Certificate Management

----- Language Lacalization

----- jis' DHCP Server

..... l[_:I_ DS
- T Advanced

(The screen image above is fr@isco Trademarks are the property of their respective owners.)

In the right pane, under the AAA Server Groups section, click Add.

Configuration > Remote Access VPN = Local Users = AAA Server Groups

AAA Server Groups

Server Group Protocal Accounting Mode | Reactivation Mode | Dead Time | Max Failed Attempts

Add

Edit |

Delete

d

Find:l @ @ [ MatchCase

(The screen image above is fr@isco Trademarks are the property of their respective omsrje
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4. Onthe Add AAA Server Group window, complete the following fields, and then click OK. This newly

created AAA server group will be added to the list under the AAA Server Group section.
AAA Server Group |Enter a server group name; for example, adgroup.

Protocol Select LDAP.

@& Add AAA Server Group j x|

AAA Server Group: |

Protocol: LDAP v

Reactivation Mode: (% Depletion (" Timed
Dead Time: I 10 minutes
Max Failed Attempts: [3

| oK I Cancel Help |

(The screen image above is fr@isco Trademarks are the property of their respective owners.)

5. On the main window, in the right pane, under the AAA Server Groups section, select the newly created

server group; for example adgroup.

Eonﬁguration = Remote Access VPN = ﬂ,{Local Users > AAA Server Groups

AAA Server Groups

Server Group I Protocol I Accounting Mode I Reactivation Maode I Dead Time I Max Failed Attempts I
LOCAL LOCAL :
| adgroup _______[LDAP | [oepietion o[z | e |

Delete |

Find:l (2 (O T Match Case

(The screen image above is fr@isco Trademarks are the property of their respective owners.)
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6. Under the Servers in the Selected Group section, click Add.

Servers in the Selected Group

Server Name or IP Address I Interface

I Timeout I

(The screen image above is fr@isco Trademarks are the property of the@spective owners.)

7. Onthe Add AAA Server window, complete the following fields, and then click OK. This newly created AAA
server will be added to the list under the Servers in the Selected Group section.

Interface Name

Server Name or IP

Address

Base DN

Naming Attribute(s)

Login DN

Login Password

Select an appropriate interface that Cisco ASA uses in order to reach the LDAP
server.

Enter the IP address of the LDAP server that Cisco ASA uses in order to reach
the LDAP server.

Enter the location in the LDAP hierarchy where the server must begin to search.
Enter the Relative Distinguished Name attribute(s) that uniquely identifies an
entry on the LDAP server. sAMAccountName is the default attribute in the

Microsoft Active Directory.

Enter the Distinguished Name with enough privileges in order to be able to
search users in the LDAP server.

Enter the password for the Distinguished Name account.
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|

Server Group: adgroup

Inkterface Mame: ins

Server Name or IP Address: |

Timeout: I 10 seconds

LDAP Parameters for authentication/authorization

[~ Enable LDAP over S5L

Server Pork: 389

Server Type: I-- Detect Automatically [Use Generic Type -- j
Base DN: I

Scope: IOne level beneath the Base DM j

Maming Aktribukels): I

Lagin DMN: I

Login Passwaord: I

LDAP Attribute Map: I Mone -- = |

[~ SASL MDS authenktication

[~ sasL Kerberos authentication

LDAP Parameters for Group Search

Group Base DM: |
Group Search Timeout: I 10

Ok I Cancel Help

(The screen image above is fr@isco Trademarks are the property of their respective owners.)

8. Click Apply.
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Creating the TACACS-enabled AAA Server Group and its Servers
1. Open the Cisco Adaptive Security Device Manager (ASDM) for Cisco ASA

2. On the main window, click Configuration. In the left pane, click the Remote Access VPN tab, and then

click AAA/Local Users > AAA Server Groups.

@] Hame 'E.* Eunﬁguratlun| D Manitaring

Remobe Access VPN a

‘fr‘ Intraductin:un

..... % LDAP .ﬁ.ttrll:uute Map
----- - Local Users

----- 2 DS
[+ Advanced

3. Inthe right pane, under the AAA Server Groups section, click Add.

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)

Local Users > AAA Server Groups

Confiquration > Remote Access VPN =

AAA Server Groups

Server Group Protocol Accounting Mode | Reactivation Mode | Dead Time | Max Failed Attempts
Depletion 10 3

adgroup LDAP

Edit |
Delete |

Find:l () (2 [ Match Case

(The screen image above is fr@isco Trademarks are theroperty of their respective owners.)
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4. Onthe Add AAA Server Group window, complete the following fields, and then click OK. This newly
created AAA server group will be added to the list under the AAA Server Group section.

AAA Server Group |Enter a server group name; for example, tacacsgroup.

Protocol Select TACACS+.

& add AAA Server Group

AAA Server Group:

x|

Protocal:
Accounting Made:

Reactivation Mode:

TACACS+ |
" Simulkaneous  (* Single

{* Depletion ¢ Timed

Dead Time:

10 minutes

Max Failed Attempts: E

o]

Cancel | Help |

(The screen image above is fr@isco Trademarks are the property of their respective owners.)

On the main window, in the right pane, under the AAA Server Groups section, select the newly created
server group; for example, tacacsgroup.

Configuration > Remote Access VPN = AAA/lL ocal Users > AAA Server Groups

AAA Server Groups

Server Group I Protocal | Accounting Mode I Reactivation Mode | Dead Time I Max Failed Attempts I
LOCAL LOCAL
adgroup LDAP Depletion 10 3 Edit |
Eacacsgroup TiCACs+ —lsnge —— Doepeton 0 3| osee |

(The screen image above is fr@isco Trademarks are the property of their respective owners.)
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6. Under the Servers in the Selected Group section, click Add.

Servers in the Selected Group

Server Name or IP Address I Intetface I Timeaut I Add |

Edit:

Delete |
Mave Up |

Move Down

:

Test

(The screen imagabove is fronCisco Trademarks are the property of their respective owners.)
7. Onthe Add AAA Server window, complete the following fields, and then click OK. This newly created AAA
server is added in the list under the Servers in the Selected Group section.

Interface Name Select an appropriate interface that Cisco ASA uses in order to reach Cisco ACS
and then the RADIUS server.

Server Name or IP Enter the IP address that Cisco ASA uses in order to reach Cisco ACS.
Address
Server Secret Key Enter the secret key shared between Cisco ASA and Cisco ACS.

X

Server Group: Lacacsgroup

Inkerface Name: Iinside - I

Server Mame or IP Address; I

Timeout: I 10 seconds

TACACS+ Parameters

Server Pork: |4'§J

Server Secrek Key: ||

5DI Messages

£

Message Table

| QK I Cancel Help

(The screen image above is fr@isco Trademarks are the property of their respective owners.)

8. Click Apply.
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ADDING AN IP ADDRESS PooOL

Cisco ASA can use address pools for assigning IP addresses to the remote access clients.

To add an IP address pool:

1. Open the Cisco Adaptive Security Device Manager (ASDM) for Cisco ASA.

2. On the main window, click Configuration. In the left pane, click the Remote Access VPN tab, and then click
Network (Client) Access > Address Assignment > Address Pools.

Remole Access VPN

3 — . lIr=re—— |
@ Home Oié} Configuration D Monitaring
=]

I

P ‘? Introduction

-8B} Metwork (Clisnt) Access

i, AryConnect Connection Profiles
[T AnyConnect: Customization|Localiza
[ AnyConnect Client Profile
AnyConnect Client Software

i} Dynamic Access Policies
-3 Group Policies

Secure Mobility Solution
I:—}-a- Address Assignment

; IW Assignment Palicy
- (D) Address Pools
E}- Advanced

[+ [ Clientless S50 VPN Access
{;Ej Easy VPN Remate

: IPsec(IKEv1) Connection Profiles

(The screen image above is fr@isco Trademarks are the property of their respective owners.)
3. Inthe right pane, click Add.

% Add | B Edit | il Delet= |

Configuration = Remote Access VPN == Network (Client) Access > Address Assignment > Address Pools L

Configure named IP Address Pools. The IP Address Pools can be used in either a VPN IPsec(IKEv1) Connection Profiles, AnyConneck Connection Profiles or Group Palicies configuration.

Paol Name I

Starting Address I Ending Address/Number of Addresses Subnet Mask/Prefix Length

(The screen image above is fr@isco Trademarks are the property of their respectiveners.)

4. Onthe Add IPv4 Pool window, complete the following fields, and then click OK.

Name

Starting IP Address

Ending IP Address

Subnet Mask

Enter the name of the address pool. The length can be up to 64 characters; for
example, vpnpool.

Enter the first IP address available for this IP pool. The format of the IP address
should be 0.0.0.0.

Enter the last IP address available for this IP pool. The format of the IP address
should be 0.0.0.0.

Enter the subnet on which this IP pool resides.
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& Add TPv4 Pool x|

MNama: I

Starting IP Address: |
Ending IP Address: |

Sl.i:ﬂ"letl"lask:l j
ok | caced |  Hep |

(Thescreen image above is fro@isco Trademarks are the property of their respective owners.)
5. Click Apply.

Adding a Group Policy

A group policy is a set of user-oriented attribute/value pairs for connections that are stored either internally
(locally) on the device or externally on a RADIUS server. The connection profile uses a group policy that sets
terms for user connections after the tunnel is established. Group policies let you apply whole sets of attributes to
a user or a group of users, rather than having to specify each attribute individually for each user.

To add a group policy:
1. Open the Cisco Adaptive Security Device Manager (ASDM) for Cisco ASA.

2. On the main window, click Configuration. In the left pane, click the Remote Access VPN tab, and then
click Network (Client) Access > Group Policies.

@ Home E}' Configuration B Manitaring

Remokte Access VPN o &

- An':.an:lnnect Cuskomization/Localiza
. ArnyConnect Client Profile

. AryConnect Client Software

i} Dynamic Access Policies

|T|

Secure Mobility Solution
- B p Address Assignment
}- Advancad

I+l

=l

(The screen image above is fr@isco Trademarks are the property of their respective owners.)
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3. Inthe right pane, click Add.

Configuration > Remote Access VPN = Network (Client) Access > Group Policies I

Manage VPN group policies. A VPN group is a collection of user-oriented authorization attribute/value pairs that may be stored internally on the device or externally on a RADIUS|LDAP server. The group
policy information is referenced by VPN connection profiles and user accounts.

To enforce authorization attributes from an LDAP server you must use an LDAP atkribute map,
& Add -

Connection Profiles/Users

Mame Type Tunneling Protacal Assigned To

tem Default) E ssl-clientless;ssl-client;[2tp-ipsec;ikevl ;ikev2 Def aultR AGroup;Def aultL 2L Group; Def ault WEBYPNGroup;5. ..

(The screen image above is fr@isco Trademarks are the property of the@spective owners.)
4. Onthe Add Internal Group Policy window, perform the following steps, and then click OK:
a. Inthe Name field, enter a name for the group policy; for example, safenetpolicy.
b. Click More Options.
c. Clear Tunneling Protocols and then select the following:
7 Clientless SSL VPN
1 SSL VPN Client

S Add Internal Group Policy =
Name: |safenetpalicy]
----- Servers
[-Advanced Banner: [¥ Inherit I

SCEP forwarding URL: [ Inherit

I
Address Pools: [ Inheric |
I

IPv6 Address Pools: [ Inherit

More Options R
Tunnsling Protocols: [ Inherk [ Clientless S5L VPN [ S50 VPN Client [ PsecIkEvi [ Psec IKEv2 [ L2TR[IPsec
Filter: ¥ Inherit | =] | wansge,
Access Hours: ¥ Inherit | = manege
Simultaneous Logins: ¥ Inherit |
Restrict access to VLAN: ¥ Inherit | -
Connection Profile (Tunnel Group) Lock: [ Inherit | |
Maximum Connect Time: ¥ Inherit [~ Unlimited l_ Mminutes
Idlz Timzout: ¥ Inherit [~ Hone l— minutes
On smart card removal: [ Inherit ¢ Disconnzct € Keep the connection
‘ Find: [ @ next @ Previous

ok | canel | mep |

(The screen image above is fr@isco Trademarks are the property of their respective owners.)

5. Click Apply.
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Configuring a Connection Profile for Network (Client) Access

A connection profile consists of a set of records that determines tunnel connection policies. These records
identify the servers to which the tunnel user is authenticated, as well as the accounting servers, if any, to which
connection information is sent. They also identify a default group policy for the connection, and they contain
protocol-specific connection parameters. Connection profiles include a small number of attributes that pertain to
creating the tunnel itself. Connection profiles include a pointer to a group policy that defines user-oriented
attributes.

To configure a connection profile:
1. Open the Cisco Adaptive Security Device Manager (ASDM) for Cisco ASA.

2. On the main window, click Configuration. In the left pane, click the Remote Access VPN tab, and then
click Network (Client) Access > AnyConnect Connection Profiles.

) - - _—
@ Hame G{@:} Configuration @ Monitaring
o 7

Remote Access VPN

- ‘D Intraduction
&8} Metwork (Client) Access
=,

[}- AnyConnect Customization/Localiza
AnyConnect Client Profile

[T AnyConnect Client Software

i} Dynamic Access Policies

ﬁj Group Policies

inect Connection Profiles

Secure Mobility Solution
[+ fyp Address Assignment
[}- Advanced

(The screen image above is fr@isco Trademarks are the property of their respective owners.)
3. Inthe right pane, under Access Interface, perform the following steps:
a. Select Enable Cisco AnyConnect VPN Client access on the interfaces selected in the table below.

b. Inthe table, for outside and inside interfaces, under the SSL Access column, select Allow Access
and Enable DTLS.

Wccess Interfaces

[~ Enable Cisco AnyConnect VPN Client access on the interfaces selected in the table below

S5L access must be enabled if you allow AnyConnect client to be launched from a browser (Web Launch) .

SSL Access IPsec (IKEW2) Access
Interface - -
Allow Access | Enable DTLS Allow Access | Enable Clisnk Services Devics Certificate ... |
outside - ~ - ~
I T Y N R o

¥ Bypass interface access lists For inbound VPN sessions

(The screen image above is fr@isco Trademarks are the property of their respectiveners.)

4. In the right pane, under Connection Profiles, click Add.

Ionnection Profiles

Connection profile (tunnel group) specifies how user is authenticated and other parameters. You can configure the mapping from certificate o connection profile here.

Find: (&) () [ Makch Case

% Add | [ Edit | Tl Delete

I Mame | SSL Enabled I IPsec Enabled | Aliases | Authentication Method Group Palicy
Def aultRAGroup r - AAA[LOCAL) DFitGrpPalicy
pefabweeveNerop 4 W | | |watoc)

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)
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5. Onthe Add AnyConnect Connection Profile window, in the left pane, click Basic. In the right pane,
complete the following fields:

Name
Aliases

AAA Server Group

Client Address Pools

Group Policy

Enter the name of the connection profile; for example, safenetprofile.
Enter the alias for the connection profile; for example, safenet.

Select an appropriate AAA server group; for example, adgroup. This will be the
first authentication method associated with the connection profile.

Click Select and assign an address pool.

1 Select an appropriate group policy; for example, safenetpolicy.
I Select Enable SSL VPN client protocol.
9 Fillin the DNS Server detail.

= Add AnyConnect Connection Profile x|
Name: ||
[+]-Advanced
Aliases: I
luthentication
Method: ¢ AMA Certificate (" Both

BAA Server Group: ILOCAL LI Manage... |

lient Address Assignment;

DHCP Servers: I

Client Address Poals: I Select...

Client IPv& Address Poals: I Select... |

Defaulk Group Policy
Group Policy: I DFitGrpPolicy LI Manage. ..

{Following Field is an attribute of the group policy selected above.)

[T Use LOCAL if Server Group Fails

% Mone (" DHCPLink { DHCP Subnet

[~ Enable 5L VPN client protacal

[~ Enable IPsec(IKEv2) client protacal

DMS Servers: I

WINS Servers: I

Domair Mame: |

| Find: I

@ Mext @ Previous

Ok I Cancel | Help |

(The screen image above is from Cisco. Trademarks are the property of their respective owners.)
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6. Onthe Add AnyConnect Connection Profile window, perform the following steps:
In the left pane, click Advanced > Secondary Authentication.

d. Inthe right pane, in the Server Group field, select an appropriate server group; for example,

tacacsg roup.
e. Click OK.
P
-~~Basic Lecondary Authentication Server Group
E--\At::l\ranced Server Group: tacacsgroup Manage... |
-General
~Client Addressing [~ Use LOCAL if Server Group Fails
~Authentication
. [~ Use primary username (Hide secondary username on login page)
-Autharization . @ P -
-Accounting Attributes Server: * Primary Secondary
“Group Alias/Group URL | oo Username Server: & Primary { Secondary
Interface-Specific Secondary Authentication Server Groups
4 Add | B Edit | il Delete
Interface | Server Group Fallback to LOCAL Use primary username I

Isername Mapping from Certificate

[~ pre-fill username from certificate
[~ |Hide username fram end user

I~ Falback when a certificate is unavailable

Password: (% Prompt €7 Use primary. € Use |

% Specify the certificate fields to be used as the username

Primary Field: ICN {Comman Name) LI

Secondary Field: IOU (Organization Unit) LI
{~ Use the entire DN as the username

= Use script to select username

— None — ~| 4 add | B Edt | i pelete

| Find: | @ next @ Pravious
oK I Cancel | Help |

(The screen image above is from Cisco. Traderaagkihe property of their respective owners.)
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7. On the main window, in the right pane, perform the following steps:
a. Under Access Interfaces, select Bypass interface access lists for inbound VPN sessions.
b. Under Login Page Setting, select Allow user to select connection profile on the login page.

c. Under Connection Profiles, in the connection profile list, select the check box in the SSL Enabled
column for your connection profile.

Configuration > Remote Access VPN = Network (Client) Access == AnyConnect Connection Profiles

The security appliance automatically deploys the Cisco AnyCaonnect VPN Client ta remote users upon connection. The initial client deployment requires end-user administrative rights. The Cisco AnyConnect
VPN Client supparts IPsec (IKEv2) tunnel as well as S50 tunnel with Datagram Transport Layer Security (DTLS) tunneling options.

Wccess Interfaces
¥ Enable Cisco AnyConnect VPN Clisnt access on the interfaces selected in the kable below

S5L access must be enabled if vou allow AnyConnect client ko be launched from a browser (Web Launch) .

S5L Access IPsec (IKEv2) Access

Interface - -
Allow Access I Enable DTLS Allow Access I Enable Client Services Device Certificate ...
~ ~ r T s
I N - R T T Y B oo |

outside

[¥ Bypass interface access lists for inbound VPN sessions

Access lists from group policy and user palicy always apply to the traffic,

Login Page Setting

¥ Allow user to select connection profile on the login page. ()

[~ sShutdown portal login page.

\Connection Prafiles

Connection profile (kunnel group) specifies how user is authenticated and other parameters. You can configure the mapping from certificate to connection profile here.

Lo .ﬂ.ddl G Editl ﬂ Delete | F\nd:l @ @ [ Match Case

Mame I S5L Enabled | IPsec Enabled | Aliases I Authentication Methad I Group Policy
DefaultRAGroup r [l AAA[LOCAL) DFitGrpPolicy
Def ault WEBVPMGroup - [ AAA[LOCAL) DFkGrpPalicy
safenctprofile 2 W sefent  [AdGadgow)

¥ Let group URL take precedence if group URL and certificate map match different connection profiles. Otherwise, the connection profile that matches the certificate map will be used.

Apply | Reset |

(The screen image above is from Cisco. Trademarks are the property of thedtikesowners.)

8. Click Apply.
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Configuring a Connection Profile for Clientless SSL VPN Access

1. Open the Cisco Adaptive Security Device Manager (ASDM) for Cisco ASA.

2. On the main window, click Configuration. In the left pane, click the Remote Access VPN tab, and then
click Clientless SSL VPN Access > Portal > Customization.

o : . I
@ Home Gﬁé} Configuration @ Mnnltnrlng|
Remote Access VPN ml

ul

E}E Partal

{E Boolmarks

----- Client-Server Plug-ins
o BE | Customization

-[fZ] Help Customization
43+ Portal Access Rules
- {g, Port Forwarding

- ¥gh, Smart Tunnels

ﬁj Group Policies
-We Dynamic Access Policies
BT, Advanced

(The screen image above is fr@isco Trademarks are the property of their respective owners.)

3. Inthe right pane, in the Customization objects list, select DfltCustomization, and then click Assign. The
DfltCustomization template will be used for the login page and the main SSL portal.

4. Onthe Assign GUI Customization: DfltCustomization window, ensure that group policy (for example,
safenetpolicy), or connection profile (for example, safenetprofile), or both are selected. Click OK.

Assign the selected customization to one or more group
policies, connection profiles, or LOCAL users.

=~ | Group Policy

¥ safenetpalicy

‘.. ¥ DfltGrpPolicy
=~ |, Connection Profile
- v DefaultRAGroup
- ¥ DefaultL2LGroup
- W DefaultWEBVPNGroup
- [¥ safenetprofile
|7 5.5.5.2

=]+ ) LOCAL User

|- rupin

- [~ admin

oo [ rupi

(a4 I Cancel | Help |

(The screen image above is fr@isco Trademarks are the property of their respective owners.)
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5. On the main window, click Configuration. In the left pane, click Clientless SSL VPN Access >
Connection Profile.

3 = _—
@ Home E" Canfiguration D Manitaring
3 R

Remote Access VPN O

Bookmarks

----- Client-Server Plug-ins
- Cuskomization

1= Help Customization
43+ Portal Access Rules
Part Farwarding

-l SrArt Tunnels

- Group Policies
% Drynamic Access Policies

A4 Advanced

-

(The screen image above is fr@isco Trademarks are the property of their respective owners.)

6. Inthe right pane, under Connection Profiles, select a profile (for example, safenetprofile), and then click
Edit.

IConnection Profiles

Connection profile (tunnel group) specifies how user is authenticated and other parameters. You can configure the mapping from certificate ko connection profile here,

& add | & Editl i | Deletal Find:l (20 () [ Makch Case

Name I Enabled I Bliases I Authentication Method Group Palicy I
DefaultRAGroup [} AAA(LOCAL) DFtGrpPalicy
Default WEBVPNGroup - AAA(LOCAL) DFtGrpPalicy
safenstprofile t\.ﬂ\.ﬂuﬁ_-adgrw:-upj safenetpolicy

™ Let group URL take precedence if group URL and certificate map match different connection profiles. Otherwise, the connection profile matches the certificate map will be used.

| i

(The screen imagabove is fronCisco Trademarks are the property of their respective owners.)
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7. Onthe Edit Clientless SSL VPN Connection Profile: safenetprofile window, perform the following steps:

a. Inthe left pane, click Basic.

b. Inthe right pane, complete the following fields:

AAA Server Group Select an appropriate AAA server group; for example, adgroup.
Server Group Select an appropriate server group.
Group Policy Select an appropriate group policy; for example, safenetpolicy.

Enable clientless SSL | Select this option.
VPN protocol

@ Edit Clientless SSL VPN Connection Profile: safenetprofile x|
MName: Isafenetproﬁle
[+-Advanced
Aliases: Isafenet
WAuthentication
Methaod: i MMM Certficate ( Both

AAA Server Group: Iadgroup LI Manage... |

I~ Use LOCAL if Server Group Fails

DN

Server Group: IDeFauItDNS ;I Manage... |

(Following fields are attributes of the DMS server group selected above.)

Servers: I

Domain Mame: I

Default Group Palicy

Group Palicy: I safenetpolicy LI Manage... |

(Following Field is an attribute of the group policy selected above.)

¥ Enable clientless S50 VPM pratacol

| Find: | @ next @ Previous

QK I Cancel | Help |

(The screen image above is fr@isco Trademarks are the property of their respective owners.)
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c. Inthe left pane, click Advanced > Secondary Authentication.

d. Inthe right pane, in the Server Group field, select an appropriate server group; for example,

tacacsgroup
Edit Clientless SSL VPN Connection Profile: safenetprofile x|
- Basic Fecondary Authentication Server Group
Server Group: Itacacsgrnup ;I Manage... |
[~ Use LOCAL if Server Group Fails
[~ Use primary username (Hide secondary username an login page)
SHRIOS Servers Attributes Server: % Primary { Secondary
~Clientless S5L VPN Session Username Server: % Primary  ( Secondary
Interface-Specific Secondary Authentication Server Groups
B Add | B Edit | i | Deletel
Interface I Server Group Fallback to LOCAL Use primary username
Lisername Mapping From Certificate
[~ Pre-fill username fram certificate
I™ Hide username from end user
I~ Fallback when a certificate is unavaiable
Password: = Prompt ) Use primary € Use I
¥ Specify the certificate fislds ta be used as the username
Primary Field: ICN (Common Mame) LI
Secondary Figld: IOU (Organization Unit) LI
= Use the entire DN as the username
" Use script ko seleck username
— None — = * p.ddl & Editl i Deletel
Kl | ©
‘ Find: I @ MNext @ Previous
QK I Cancel Help
(The screen image above is fr@isco Trademarks are the property of their respective owners.)
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e. Inthe left pane, click Advanced > Clientless SSL VPN.

f. Inthe right pane, in the Login and Logout Page Customization field, select DfltCustomization. Then,

under Connection Aliases, select an appropriate alias (for example, safenet), and then select the

option in the Enabled column.

@% Edit Clientless S5SL VPN Connection Profile: safenetprofile

x|

L VPN Login Page Setting in the main panel ko complete the configuration.

+m|g‘m| (The table is in-line editable.) ()

Basic Login and Logout Page Customization: |DFkCustomization | Manage... |
E-Advanced
- General [~ Enable the display of Radius Reject-Message on the login screen when authentication is rejected
- Authentication
- Secondary Authenticat I™ Enable the display of Securld messages on the login screen
- Authorization
- Accounting [Connection Aliases
NetBIOS Servers This SSL WPN access method will present a kst of aliases configured For all connection profiles. You must enable the

Alias Enabled

Group URLs

‘Addl HDeletel (The table is in-line editable.) &

This SSL WPN access method will aukomatically select the connection profile, without the need For user selaction,

URL | Enabled

‘ Find: l a MNexk ° Previous

0K I Cancel Help

(The screen image above is fr@isco Trademarks are theroperty of their respective owners.)
8. Click OK.
9. Click Apply.
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Configuring a Connection Profile for Clientless SSL VPN Access for
GriDsure

For GriDsure authentication in Clientless SSL VPN, create one more template with different login page settings;
that is, the Login Page will show the GET grid button.

Create a copy (DfltCustomizationgridsure) of the default customization template (DfltCustomization).
To configure a clientless SSL VPN for GriDsure:

1. Open the Cisco Adaptive Security Device Manager (ASDM) for Cisco ASA.

2. On the main window, click Configuration. In the left pane, click the Remote Access VPN tab, and then
click Clientless SSL VPN Access > Portal > Customization.

i - . I
@] Home Gﬁi} Configuration @ Maonitoring

Remolte Access VPN o

e ? Inkraduction
ﬂJ: Metwark (Client) Access
EI{E Clientless 55L VPN Access

---EB} Connection Profiles
E}@ Partal

[T Bookmarks
----- Client-Server Plug-ins
o B | Customiz ation
-[f=] Help Customization
.3+ Portal Access Rules
- {%gh, Port Forwarding
- 9gh, Smark Tunnels

(The screen image above is fr@isco Trademarks are the property thfeir respective owners.)

3. Inthe right pane, in the Customization objects list, select Dfltcustomizationgridsure, and then click Edit.

Configuration = Remote Access VPN = Clientless 551 VPN Access > Portal > Customization (m]

Customization Objects
Configure Customization Objects that the security appliance displays For the Login page, Logout page, and main S5L partal page

This parameter is enforced by a YPM aroup palicy or a user policy that contrals the customization of the S5L VPN partal page, or a connection profile that contrals the customization of the Login and
Lagout pages. You can click on Assign buttan to assign the selected one to them.

4p Add | [Z Edit | m Delete | 4 Import | & Export | .éﬂ Assign |

Customization I Group Policies/Connection Profiles/LOCAL Users Using the Customization

Template Template
DFltCuskomization DFlkCustamization

zakiongridsure
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4. On the Edit Customization Object window, perform the following steps:

a. Inthe left pane, click Logon Page > Logon Form.

b. In the right pane, under Username and Password, clear Show internal password.

x|

-
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In the left pane, click Logon Page > Informational Panel.

d. Inthe right pane, select Display informational panel.
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