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Introduction

Public key authentication provides a highly secure means of identifying a user to a login server, and is an
alternative to the less secure method of entering a password. PUuTTY-CAC is an SSH client for Windows, based
on PUTTY SC, but adds the capability to extract public keys from certificates on a smart card if the public key is
not available as a distinct object. SSH (Secure Shell) is a high-security protocol that uses strong cryptography to
protect your connection against eavesdropping, hijacking, and other attacks.

This document provides guidance for integrating PUuTTY-CAC with the SafeNet eToken. The integration aims at
enabling the user to securely authenticate to their Linux servers using a certificate on the eToken instead of
entering a password. This document provides configuration steps for creating SSH (PKCS11 and CAPI)
connections to the Linux server.

Prerequisites

e SafeNet Authentication Client (on the Windows machine)
e PUuTTY-CAC installed on the Windows machine
e The user has a token with valid, enrolled certificate

e |tis assumed that the user has access to the Linux server

lﬁ NOTE: In order for the instructions provided in this guide to succeed, the
following programs must be installed and configured:

e SafeNet Authentication Client x64 Version 8.3

e PUuTTY-CAC (0.62 and above) installed on Windows2K8_r2_x64
e SafeNet eToken authenticator

e Linux server (CentOS 6.5 x64)
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Authentication Flow

The image below illustrates the data flow for authenticating to a Linux server through PuTTY-CAC using a
certificate on an eToken.

1. The Windows user enters the login name of Linux user in the PUTTY login window.
2. The PUTTY login window asks for the eToken passphrase instead of the Linux user password.

3. Successful authentication is performed using the private key on the token. The user is logged in to the Linux
server without providing his/her password.

Linux Server
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Configurations

Configuring PuTTY-CAC for PKCS11 Connection

1. Open PuTTY-CAC.

2. Inthe left pane, click Session.

3. Complete the Basic Options for your PUTTY Session dialog box as follows:

Host Name (or IP address)

Type the host name or IP address of the Linux server.

Port

Leave this value set to 22, the default port.

Connection type

Select SSH.

Saved Sessions

To save these settings, type a hame for this connection session (for
example, BobCert_Pkcs11).

|:.Q PuTTY Configuration

£bout |

| B azic options for pour PuTTY zession |
: L_ogglng r— Specify the destination you want to connect to
= Terminal
Host Mame [or IP address) Part

- Keyboard

Bl 101644418 |22

- Features Connection pe:
=] Wikdow " Raw ¢ Telet € Rlogn & S5H ¢ Seral

- Appearance i

- Behaviour ~ Load, save or delete a stored session

- Tranzlation Saved Sessions

- Selectian IBDbCelt_F'kcs1 1

Colo!.,us Default 5ettings Leeg) |
[=- Connection —

- Data Save |

- Prroy

- Telnet Delete |

- Rlogin

- 55H
Sl Claze window on exit
O Alwaps Mever  {* Only on clean exit

Open I

LCancel

4. Inthe left pane, select Connection > SSH > Pkcs11.
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5. Complete the Options controlling PKCS11 SSH authentication dialog box as follows:

Authentication Methods

Select Attempt “PKCS#11 smartcard” auth (SSH-2).

Authentication Parameters

PKCS#11 library for
authentication

Click the Browse button and then select eTPKCS11.dll (installed
with SAC). The default location for this file is
C:\Windows\System32\eTPKCS11.dll.

Token label

Select the token that contains your certificate.

Certificate label

Select the appropriate certificate label.

SSH keystring

The keystring is generated automatically based on the
authentication settings above.

% PuUTTY Configuration
Category:
Bel ;I | Options controlling PE.CS11 S5H authentication
= W Zeatures r Authentication methods
=3 Indow
.. ADpEaTance I Use Windows event lng
- Behaviour ¥ Attempt "PECSH11 smartcard” auth [S5H-2)
;ralnnslftlon  &uthentication pararmeters
Czlz;fn PKCS#11 libramy for authentication:
& Conrection |Cvwindows\System32e TPKCS11.dl | Browse.. |
Eata Tokenlabel  [NGflash Token =]
- Prosy
- Telnet Certifisate label: [71DE SEDG451322F |
- Rlagin S5H keystring:
Issh-rsa ALAARINzaC e 2EAAALE AAE AN AAA]LAN
Open Cancel

6. Inthe left pane, click Session.

7. Inthe right pane, click Save.
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Configuring PuUTTY-CAC for MS-CAPI Connection

1. Open PuTTY-CAC.

2. Inthe left pane, select Session.

3. Complete the Basic Options for your PUTTY Session dialog box as follows:

Host Name (or IP address)

Type the host name or IP address of the Linux server.

Port

Leave this value set to 22, the default port.

Connection type

Select SSH.

Saved Sessions

To save these settings, type a name for this connection session (for
example, BobCert_Pkcs11).

_& PuTTY Configuration

| Basic options for your PUT T geszion |
L.ogglng — Specify the destination you want to connect bo
EI- Terminal
Host Mame [or IP address) Port

- Keyboard

— Eell j10.164.44.18 [22

- Features Connection type:
= Window " Raw ¢ Telet © Rlogin ™ 55H ¢ Seqal

- fppearance B )

- Behaviour Load, save or delete a stored session

. Tranzlation Saved Sessions

- Selection BobCert_CAPI

EUID_L"S Default Settings Load |
[~ Connection BobCert_Pkes11

- Data Save |

- Proxy

- Telnet Delete |

- Rlogin

[#-S5H
 Seiial Cloge window on exit:
© Alwayz O MNewer O Only on clean exit

About |

Open I Lancel |

4. Inthe left pane, click Connection > SSH > CAPI.
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5. Complete the Options controlling MS CAPI SSH authentication dialog box as follows:

Authentication Methods

Select Attempt “CAPI Certificate” (Key-only) auth (SSH-2).

Authentication parameters

Store

Select the store that contains your certificate

Cert

Click the Browse button. A Windows Security message box is
displayed. Select the appropriate certificate, and then click OK.

Windows Security

PuTTY: Select Certificate for CAPI Auth

SSH keystring

The keystring is generated automatically based on the
authentication settings above.

. PUTTY Configuration

Categony:

[ Session

| »

| Optionz contralling M5 CAPl 55H authentication |

. Logging

=) Teminal

I'Authentication methods
- Keyboard

W &ttempt "CAP| Certificate” [Key-only] auth [SSH-2) |

Authentication parameters
- Features

= window Store: ILIser\MY [Persanal Certificates) j

- Behaviour

- Trarelation S5H keystring:

- Appearance Cert: IUser\MY'\'I A75222FEFRIEZRE Brovize |

. Selaction [sshrsa s ABINZaC e 2EARAAD ADLBALAAOD M

- Colours
[=]- Conrection
- Data
- Progy
- Telnet
- Rlogin
[=-55H e
Lo Kex

-+ Plesl1

o CAP
- Auth =]

About | Open Cancel

6. Inthe left pane, click Session.

7. Inthe right pane, click Save.
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In order to authenticate the user to the Linux server, the public key must be present in the server. To achieve
this, perform the following steps:

1. Log in to the Linux server.
2. Change the working directory to $HOME/.ssh.
3. Edit the authorized_keys file. You will need to create this file if it does not exist.
4. Do one of the following:
e For a PKCS11 connection: Copy and paste the SSH keystring from step 5 on page 7.
e For an MS-CAPI connection: Copy and paste the SSH keystring from step 5 on page 9.
5. Save the file.

Once the session configuration for either the PKCS11 or CAPI connection are saved on PUTTY, and the
authorized_keys file on the Linux server has the proper SSH keystring defined, you are ready to authenticate
to the Linux server using the certificate on the token attached to the Windows machine instead of providing the
password of the Linux user.

1. Open PuTTY.

2. Inthe Saved Sessions list, click your previously saved session.

22 puTTY Configuration

Cateqony:
| B asic ophions for pour PuT T session
) L.c-ggmg - Specify the destination pou want to connect to
[=)- Terminal
Hozt Mame [or IP address) Port
- Keyboard
Bl [10.164.44.18 [z
- Features Connection type:
=] Witidow " Raw ¢ Telet ¢ Rlogn & 55H ¢ Seral
- AppEarance B .
.. Behaviour Load. save or delete a stored session
- Tranzlation Saved Sessions
- Selection [BobCert_Pkos11
Cologls Default Settings Load |
El- Connection Bobler_Pkes11
- Data Save |
- Pray
- Telnet Delete |
- Rlogin
[+~ 55H
- Serial Cloze window on exit:
" Always  © Mever % Orly on clean exit
Ahout | Open I LCancel
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Click Load to upload the saved settings.
Click Open.

The login window for the Linux machine is displayed.

o g M~ w

Type the user ID of the Linux user for which you have configured the authorized_keys file, and then press
Enter.

~

Type the token passphrase, and then press Enter.

8. Check for the successful login.

@ NOTE: PuTTY will authenticate with the public key, referring to the Certificate
label, and will prompt for the smart card passphrase (instead of the password for
the user), referring to the Token Label.

1. Open PuTTY.
2. Inthe Saved Sessions list, click your previously saved session.

Lﬂ PuTTY Configuration

Category:
. | Basic options for pour PUTTY session |
: ) Llogglng — Specify the destination pou want to connect ta
[=- Terminal
Host Mame [or IP addresz) Eort
- Keyboard
 Bel [10.164.44.18 22
- Features Connection type:
[=) window " Raw € Telet ¢ Rlogin © S5H Serial
- Bppearance B )
- Behaviour Load, save or delete a stored session
. Tranzlation Saved Sessions
- Selection IB obCert_CAPI
- Colours vafalh € attine
Default Settings Load
[=]- Connection BobCert_CAPI Ll
- Data Save
- Prowy _l
- Telnet Delete |
- Rlogin
[+- 55H
- Seial Close window on exit
 Alwaps  © Mewver ¢ Onlyon clean exit

About | Open I LCancel
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Click Load to upload the saved settings.
Click Open.
The login window for the Linux machine is displayed.

Type the name of Linux user for which you have configured the authorized_keys file, and then press Enter.

N o o kMo

On the SAC Token Logon dialog box, type the token password, and then click OK.
| i =101 x|

\SafeNet SafeNet Authentication Client
)

Enter the Token Password

8. Check for successful login.

login as: root

Authenticating with public key "CAPI:User\MY\1475222FA6FSSE2BSAA441FD812190ADS07
D832D"

Last logi Tue Mar s = y from 10.164.12.149

[root@sk3-centosé5 ~]1
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Error: Server refused our key

To resolve this error, ensure that the Linux user has access to the authorized_keys file and that the SSH
keystring is correctly copied.

Error: Server refused public-key signature despite accepting key!

To resolve this issue, ensure the authorized_keys file in the SSH keystring is in a single line, and that there are
no starting or trailing blank spaces.

If you encounter a problem while installing, registering or operating this product, please make sure that you have
read the documentation. If you cannot resolve the issue, contact your supplier or SafeNet Customer Support.
SafeNet Customer Support operates 24 hours a day, 7 days a week. Your level of access to this service is
governed by the support plan arrangements made between SafeNet and your organization. Please consult this
support plan for further information about your entitlements, including the hours when telephone support is
available to you.

Table 1: Support Contacts
Contact Method Contact Information

Address SafeNet, Inc.
4690 Millennium Drive
Belcamp, Maryland 21017 USA

Phone United States 1-800-545-6608
International 1-410-931-7520
Email support@safenet-inc.com

Technical Support | https://serviceportal.safenet-inc.com

Customer Portal Existing customers with a Technical Support Customer Portal account can log in to

manage incidents, get the latest software upgrades, and access the SafeNet Knowledge
Base.
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