THE

SafelNet. , ECTION

COMPAMNY

ProtectV

TECHNICAL INSTRUCTIONS

Launch and Configure SafeNet ProtectV in AWS
Marketplace

Contents
L@ Y= AV = PR UPRTRN 2
L =T =10 8IS (S OO OTPRP PRSI 2
(000 01 {10 U1 CI 1 AT U (=S TRSOPPUPRPPN 3
Configure the Firewall (for LINUX CHENTS ONIY).....coiiiiiiiiiiieiiece et e e e e e s e e e snn e e s nennes 5
(O (T L ST ol U414V 1 (01U o ST P TSR PTPRP 6
ProteCtV Manager SECUIMLY GIOUP ....eieaeiiiiutiietiaeaataatteeteae e e e aatteeeeaa e e s aaateeeeeaaeaeaaasseeeeeaeasaannseeeeaeaeaaannsbeeeaaasaaannsnneeaaeaaann 6
LiNUX SEIVET SECUNLY GIOUP 1.oeiiuvtitieieeeeieiitieeteeeeeasstbeeteaeeassstaeeaeeaeassastssseeaaeassastseseeeaaessassstseeeaeeeaassssbaeeaaeeaasnstbaseeaeeeaans 6
WiINAOWS SEIVET SECUILY GIOUP ..vvveeeeeiiiiiiiieeeeee sttt eeeeessetatreeeeeessastaeaeeeeeassasssaseaeaeesaassstseeeeeesaasssseeeeaessassssbeesaeesaassnnnes 6
10 o] oo 4 (=T o I Fo a0 ] 41 PO PP PRI 7
Launch and Configuration PIOCEAUIES ..........ccoiiiiiiiiiiii ittt et e et n e e e e ke e s s e e e st e e et r e e e ssne e e s neneeeeannneeenanee 8
INAWS IMAKEEPIACE. .. . eiiiiiiiii e ettt ettt e ettt e e e e e e et e et e ae e e e s s tb e et aee e e e s st b aa e e e e e e e s s bbeseeeaeesaansbeseeeeeessanssnbeaeaaesnannnnnes 8
ProtectV Manager StartGuard Pre-D00t SEIUD ........uiiiiiriiiiieiee et e e snre e st e s an e e e nnre e e s nnneee s 9
ProtectV Manager's RUNIME INITIAI SEIUP .....vvviiiiieiiiiiiit ettt e et e e e e e s ettt e e e s estb e b e et eaeeeasnntbeaaaaeeeaaas 12
Configure ProtectV Manager in High Availability Mode (OPtIONAI)...........cuiiriiiiiiiieiieeeiie e 15
General HA Setup in AWS EC2/VPC ClOUA TYPES. ...uiiiiiiiieiieeieiiieee sttt e st a e s et e e st e e e snne e e s nnnneeeanneeennes 15
Configure HA Mode for Both PVIMS from PVIML........coiiiiiiiiiie ettt ettt e e e e et e e e e e e e s sanb e e e e e e e s sntbaaaeaeeeaans 16
Yo (o = =T PSP URRTRIINE
Test HA Failover/Resuscitation
(006 ] ) 10 [0 IR (=l o 0] (=To1 AV O 1= o | ST REP PP
Download and Install the ProteCtV LINUX ClENT ........ooiiiiiiiiiiiie ettt ettt e e et e e s snee e e e naneeas 22
Y T a TN L= U g S - | PP UUPPRTPI 22
Automated INSTAI WItN YUM ...ttt e ettt e e bttt e e sab et e e et b e e e e anbe e e e nbte e e e nebeeeeas 23
Download and Install the ProtectV WINAOWS ClENL .........coiii ettt e e e e et e e e e e e e e anntbeeeaaeeeaann 23
Technical Note: Launch and Configure SafeNet ProtectV in AWS Marketplace Page 1 of 24

PN: 007-012375-001, Rev. A, Copyright © 2013 SafeNet, Inc., All rights reserved.



Overview

You've purchased the SafeNet ProtectV AMI from AWS Marketplace. What's the next step?

The workflow of this document defines the configuration prerequisites that are required before you can launch the
ProtectV AMI from your AWS account. It also provides the tools you'll need to utilize your existing SSH keys to log
in to encrypt and boot up the ProtectV Manager instance.

Prerequisites

Before you launch the ProtectV AMI, make sure you have completed the tasks outlined in this section.

e Make sure that you have access to and login credentials for SafeNet’'s Technical Support Customer Portal
site at https://serviceportal.safenet-inc.com, so you can get support for the product.

e Make sure that you have access to these documents:

e ProtectV Installation Guide
http://www?2.safenet-inc.com/aws-marketplace/usage/protectv/uploadedFiles/Support and Downloads/
AWS/007-011532-001-protectv-aws-install-guide-v1.6.0.pdf

o KeySecure User Guide
http://www2.safenet-inc.com/aws-marketplace/usage/vks/uploadedFiles/Support and Downloads/
AWS/007-012362-001-keysecure-appliance-user-quide-v7.1.0.pdf

e Virtual KeySecure in AWS Marketplace Installation Guide
http://www?2.safenet-inc.com/aws-marketplace/usage/vks/uploadedFiles/Support and Downloads/
AWS/007-012368-001-ks-aws-install-quide-v7.1.0.pdf

e Quick start documentation included with the device

e Configure KeySecure — Use KeySecure version 6.1.2 or higher.

e If you currently do not have a KeySecure and would like to purchase Virtual KeySecure from AWS
Marketplace, please visit the following URL for pricing and more information:
https://aws.amazon.com/marketplace/pp/BOOFG6USBY

e If you currently do not have a KeySecure and would like to purchase a physical KeySecure from
SafeNet (it is not part of the offering on AWS Marketplace), please visit the following URL for details
about the physical KeySecure and how to contact our Sales team:
http://www.safenet-inc.com/data-protection/key-management/key-secure/

e Configure the Firewall Settings (for Linux clients only)

e Create Security Groups
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Configure KeySecure

This section assumes that you have already completed the installation of your virtual or physical KeySecure.

You must complete the procedures in this section on the KeySecure device before you can launch and configure

the ProtectV AMI. (You will be prompted to enter valid KeySecure settings during the ProtectV configuration.)

&

NOTES:

To perform cryptographic operations, ProtectV Manager needs to export the encryption
key. If the KeySecure device is configured for FIPS compliance, please be advised that
key export will not be allowed over a TCP connection. This would cause the
encryption/decryption operation to fail. For ProtectV to work in FIPS mode, SSL must
be set up to allow key export.

To ensure there is no SSL/TCP mismatch between the KeySecure device and
ProtectV Manager, verify the protocol on the KeySecure server, go to the Device tab >
KeyServer, and view the NAE-XML properties. If Use SSL is selected, the device is
configured to use SSL.

If the KeySecure device is already set for SSL and you decide to turn on FIPS mode
later, you must edit the NAE-XML properties and enable the Allow Key and enable
Allow Key Export and Allow Key and Policy Configuration Operations properties.

1. Set up the KeySecure device in the network. Please refer to the KeySecure Quick Start Guide for details.

2. Complete the following installation and configuration procedures. Where noted in parentheses, please refer

to that section in the KeySecure User Guide for details.

Obtain the software license from SafeNet and install it. (see “Install Software Licenses”)

Device » System Information & Upgrade

System Information

Software & License Upgrade/Install

® Upload from browser
File: | |[ Browse.. ]
OFTP OsCP
Host:
Filenarme:

Source:

Username:

Password:
Machine will reboot after upgradeinstall

Upgrade/install

b
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e Configure SSL. These procedures are required only if you are using an SSL connection between
KeySecure and ProtectV. Before the KeySecure can respond to SSL requests from ProtectV Manager,
the KeySecure must be configured with at least one server certificate.

e Create a Local Certificate Authority on KeySecure. (see “Create a Local Certificate Authority”)

Security » Local CAs

Certificate and CA Configuration

Create Local Certificate Authority

Certificate Authority Name:

Common Name:

Organization Name:

Organizational Unit Name:

Locality Name:

State or Province Name:

Country Name:

Email Address:

Key Size: |2045 v

I_i______
2]

& Self-signed Root CA

CaA Certificate Duration (days): 3650

Maximum User Cerificate Duration (days): | 3650
O Intermediate CA Request

Certificate Authority Type:

o Create a Server Certificate signed by the Local CA. (see “Creating a Server Certificate for the
KeySecure”)

Security = SSL Certificates

Certificate and CA Configuration

Create Certificate Request

Certificate Name:

Common Name:

Organizational Unit Name:

Locality Name:

| |
| |
Organization Name: | |
| |
| |
| |

State or Province Name:

Country Name:

Email Address: | |
Key Size:

Create Certificate Request *
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e Create a Local user on the KeySecure. (see “Create a Local User”)

Security » Local Authentication » Local Users & Groups

User & Group Configuration

Itermns per page:

4 Username Password User Administration Permission
goray e %4
Jhan R o
Protectvuser
by
1-4ofd

e Enable Key Export on the KeySecure. (see steps below)

Device » Key Server = Key Server

Cryptographic Key Server Configuration

Cryptographic Key Server Properties

Protocol:

IP:

Port:

4000

Use SSL:

Server Certificate:

icapitest

Connection Timeout (sec):

600

Allow Key and Policy Configuration Operations:

Allow Key Export:

5!i ngg
Ik
Ed
—
<
<

e Log into the KeySecure Management Console with administrative access.

e Goto Device tab > KeyServer.

e Goto NAE-XML properties and click Edit.

e Select Allow key export. Save the changes.

Configure the Firewall (for Linux Clients Only)

Make sure the following ports are open for ProtectV Linux clients:

e 22-SSH
e 9090 - SC/TCP
e 9093 - SC/SSL

Use the system-config-securitylevel-tui tool to set basic firewall rules. For example:

1. SSH to the client.

2. Open ports 9090 and 9093 for TCP in the firewall. For example, for RHEL/CentOS 5.x distributions, use the

following command: system-config-securitylevel-tui -q -p 9090:tcp -p 9093:tcp

3. For other distributions, consult your system firewall documentation.

Technical Note: Launch and Configure SafeNet ProtectV in AWS Marketplace
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Create Security Groups

We recommend that you create three AWS security groups: one for ProtectV Manager servers, one for Linux
clients, and one for Windows clients.

If you need assistance adding security groups, please refer to the Amazon Web Services documentation at
http://docs.aws.amazon.com/AW SEC2/latest/UserGuide/using-network-security.html.

ProtectV Manager Security Group

Add these ports for the ProtectV Manager security group:
e 22-SSH
e 443 -HTTPS
e 5984 — HA/Replication/TCP
e 6984 — HA/Replication/SSL
e 7080 — HA/SOAP
e 8080 — PVM/SOAP
e 9000 — Default KeySecure NAE_XML
e 9090 - SC/TCP
e 9093 - SC/SSL

Linux Server Security Group

Add these ports for the Linux server security group. Please make sure you limit the Source field to the ProtectV
Manager security group.

e 22-SSH
e 9090 - SC/TCP
e 9093 - SC/SSL

Windows Server Security Group

Add these ports for the Windows server security group. Please make sure you limit the Source field to the ProtectV
Manager security group.

e 3389 -RDP
e 9090 - SC/TCP
e 9093 - SC/SSL

@ NOTE: After you have installed the Windows ProtectV Client, note that ProtectV
Thrift Inbound and Outbound rules are automatically created in the Windows
firewall. These rules are used for ProtectV communications.

Technical Note: Launch and Configure SafeNet ProtectV in AWS Marketplace Page 6 of 24
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Supported Platforms

The following table presents the virtualized server platforms that currently support ProtectV in an AWS
environment.

Please make sure you check this list before you perform the steps in Configure the ProtectV Client on page 21.

e Microsoft Windows Server 2003 R2 (32-bit), SP2
e Microsoft Windows Server 2003 R2 (64-bit), SP2
e Microsoft Windows Server 2008 (32-bit), SP2

e Microsoft Windows Server 2008 (64-bit), SP2

e Microsoft Windows Server 2008 R2 (64-bit), SP1
e Microsoft Windows Server 2012 (64-bit)

e CentOS Linux 6.2, 64-bit

e Red Hat Enterprise Linux (RHEL) 5.8, 64-bit

e Red Hat Enterprise Linux (RHEL) 6.2, 64-bit

e Red Hat Enterprise Linux (RHEL) 6.3, 64-bit

Technical Note: Launch and Configure SafeNet ProtectV in AWS Marketplace
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Launch and Configuration Procedures

In AWS Marketplace...

Log in to AWS Marketplace with your AWS Management Console account credentials.

2. Locate the instance by searching for the word, “ProtectV.” You will see a list of ProtectV AMI instances.
Choose the one that matches your sizing needs.

3. Select the number of nodes (SafeNet ProtectV: 5 Nodes, 100 Nodes, or 25 Nodes), and then click
Continue.

SafeNet ProtectV: § Nodes
Sold by Safehlet, Inc. | See product video i)

@lfeNet IMPORTANT: Requires a SafeMet KeySecure or DataSecure appliance (8.1.2 ur_hlgher) in your datacenter. For more information,
go to http e safenst-inc. corm/data-protectionkey-managerment/key-secure™™ Migrate data center resources to the cloud
securely with ProtectV!. Protect' enables you ta unify encryption and control acrass virtualized and cloud emironments improving
your business agility and lowering your costs by securely migrating even your most private, highly regulated data to the cloud
Organizationg can be gafe in the knowledge that they retain access to and control of encryption keys ... Read more

Customer Rating  Be the first to review this product “You will have an opportunity to
review your order before
launching or being charged

Latest Version 1.5

4. The AWS Marketplace launch page displays. Click Accept Terms. You cannot proceed until you do so.

Amazon Web Senices Home

\';'_.Ie'lwsmarketplace

Helio, Scott Conklin. (Sign out) Your Account | Help | Sell on AWS Marketplace

Shop All Categories = Search AWS Marketplace m +| Your Software

Launch on EC2:
SafeNet ProtectV: 5 Nodes

Launch with EC2 Console Once subscribed you will be able to
Infa for EC2 Console or APl Launches _ launch via ECZ Console or APl

USEQE Instructions You will be subscribed to this software and agree that your use of this

Before you launch the ProtectV AMI, please follow all of the Usage Instructions at software is subject to the pricing terms and the seller's End User License

hﬂp:ffwww.5afenet-lnc.cumf’aws-markelp\acefusagefprutecwl'7 Agreement (EULA) ™ and your use of AWS services is subject to the
. . . AWS Customer Agreement atal

Click "Accept Terms" to gain access to this software

Once you accept these terms, you will have access to this software in any supported

region. You can then launch the AMIs listed below directly from the EC2 console. EC2 Pricing Details

APls, or with other AWS management tools.

For region [ US East (Virginia) =]

Select a Version

Hourly Fees

1.5, released 08/05/2013
[=] Total hourly fees will vary by instance type and EC2 region.

AMI IDS EC2 Instance Type Software EC2 Total
Standard Medium (m1. medium) S0.27mr  S012hr 039/
Region D High-CPU Wedium (c1.medium) S0.27Mr  SO.145hr  S0.415/hr

US East (Virginia) ami-c46a2fad

US West (Oregon) ami-a1657 %1 EBS Storage Fees @

US West (Morthem California) ami-cB5b7083 $0.10/ GB / Manth for Standard EBS Storage

EU West (Ire\and} ami-11b2acB5 Assumes On-Demand ECZ pricmg;inces for Reserved and Spot Instances
will be lower. See pricing details. 17

Asia Pacific (Singapore) ami-62440c30

Pata rancfar face nnt inchidad T

5. Select a Version of ProtectV from the drop-down menu.
6. Click Launch with EC2 Console adjacent to the Region/AMI ID you want to launch.

Technical Note: Launch and Configure SafeNet ProtectV in AWS Marketplace Page 8 of 24
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7. The EC2 Console Wizard launches. It will guide you through the remaining steps, including:

e Selecting the AMI and configure the Instance Details pages (i.e., Instance Type - use m1.medium or
larger, Availability Zone, Kernel ID, RAM Disk ID, Termination Protection, etc.).

e Creating a key pair.

@ NOTE: On Linux, you will need to convert the PEM file to a PPK file in PUTTY for
SSH connectivity.

e Configuring the firewall by selecting the ProtectV Manager security group created earlier in the
“ProtectV Manager Security Group” section. If you did not create a security group earlier, create one
now by referring to page 6.

e Launching the instance, and connecting to it with SSH, as described in the next section.

@ NOTE: When an instance of the ProtectV Manager AMI is launched, an additional
disk is created and attached to it. This disk is attached to /dev/sdd, and contains
the client installer files. When an AWS instance is created (launched) from the
ProtectV Manager AMI, do not remove or relocate the /dev/sdd device that is
created, and do not attach ephemeral storage at /dev/sdd.

ProtectV Manager StartGuard Pre-boot Setup

When powered-up, a ProtectV Manager instance will stop at the SSH Pre-boot Login Shell and wait for StartGuard
boot authentication to allow the user to launch the ProtectV Manager. Prior to the boot, you will need to perform a

set of setup steps (which includes adding users) described in this section, which will allow you to ultimately launch
the ProtectV Manager.

1. Use SSH to connect to the launched and running ProtectV Manager instance on port 22, and use your
AWS private key for authentication.

@ NOTE: Sometimes a private key generated by AWS cannot be used directly and
will need to be converted. For example, a PEM file must be converted to a PPK
file in PUTTY for SSH connectivity.

For additional details, please refer to the AWS documentation at:
http://docs.aws.amazon.com/gettingstarted/latest/wah-linux/getting-started-deploy-
app-connect.html.

|8 FuTTY Confguratica e | B Ty Contgueaton i
"C Calegery |
| B optors for your PuTTY seeson = Terngl & Optiong coremling S5H muthertogton
Maybosrd
Tomra Spaotty the destraton o =ert 1o corved i Bel Bypans aufnenboabon enteely (S5H-2 one}
" Haom Hama for F nddman) B Fattue # Diagiary prm-utherteeaton barrer (552 orty)
Bel e 2 B0 16-E5 115 covgte- 1 amadtnaw: 20 e
1 Fratum Cormectan troe | Reawwns e e
'K Windrwr R Terst ) Rogn & 554 el f Beravanr | Moot suthentication usrg Pageart
I e T sl Peorpt TiS or CryctolCard mush (55H:1)
[—— Lond. siren 01 clate:a sored seewons erction ) Arimmon oeyboard mteractive” s (S5H:2)
Temralaton Sareed Sewmirn Colours
Selacton Corvmeiion AETE LA P
Cokaury Dafedk & re——y Data £ Alow sgert foreading
Canraoton | Hoed. | Prowy M piergind charges o weemarn i 55H7
Dt e Tl Fevale ey She for muttwarbcation:
Poamy = Flogn £ *Lisery chemey' Deskicg’ Black Brne_
Teret [ P L oo ciook | (e}
Fopn e~
£ 55H - Aukhy |
el Chten wreionm o il T
Hwap Never @ Ordy o clean et xn
Turnels
e ‘
fons (o ][ coen rea | O | [ Cance
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2. Click Open. This will display the ProtectV Manager’'s SSH Pre-boot Login Shell.

3. Log in as the default user (pvdef) at the prompt shown in the ProtectV Manager's SSH Pre-boot Login
Shell.

4. A successful login as the pvdef user will launch the ProtectV Manager SSH Login Shell which provides
access to a list of commands that will allow you to setup the StartGuard Pre-boot Security for the ProtectV
Manager.

The options that are available in the ProtectV Manager’'s SSH Login Shell are shown below. Some options
will always display, and some will not display until after you have added at least one user, and performed
an encryption.

e add <username> — Use this option to add a registered user who can access the ProtectV Manager
(PVM) instance. This option is always available.

e You can have a maximum of eight registered users.
e User names cannot exceed 32 characters.
e User names can contain alphanumeric, ' ', -' symbols, but must begin with a letter or digit.

e boot — Use this option to unlock drives and boot a decrypted PVM instance. This command will be
available after a successful encryption. This option displays only after at least one user has been
added, and encryption has been performed.

e encrypt — Use this option to encrypt the PVM. This command will be available if at least one user
exists. This option displays only after at least one user has been added.

e exit — Use this option to close the PVM SSH Login Shell. This option is always available.
e help /? — Use this option to list all of the available commands. This option is always available.
e list — Use this option to list all current users. This option is always available.

e password <user>— Use this option to change the password for a specified user. This option is always
available.

e port <port> — Use this option to change the port connection. The default port is 22. This option
displays only after at least one user has been added, and encryption has been performed,

e reboot — Use this option to reboot the PVM instance. This option displays only after at least one user
has been added.

e rm <user> — Use this option to delete the specified user. This option is always available.

e shutdown — Use this option to shut down the PVM instance. This option displays only after at least
one user has been added.

5. Since this is the first time logging in, you are required to add at least one user to the system (up to eight
can be added). Adding the first user takes approximately one minute.

To add a user, type add <username>, specify and confirm the user’s password, and then press Enter.

@ NOTE: After the first user is added, the default user (pvdef) will automatically be
removed. Therefore, you will need to use one of the users you added in this step
for subsequent logons.

Technical Note: Launch and Configure SafeNet ProtectV in AWS Marketplace
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Here is an example of how to add two users—pvmpl and pvmp2:

>>> add <pvmpl>

password o FxFxExE
password agailn : **FxFxx
adding user, please wait...

User <pvmpl> added
Type "encrypt” to encrypt PVM or "help® for other commands

>>> add <pvmp2>

password : FxFxExE
password again o ***xExx
adding user, please wait...

User <pvmp2> added

The following screen displays the two users created (pvmpl and pvmp2).

2 5500005 21 e e e o P

@ NOTE: After users are created, if the provisioning process is stopped for any reason,
rebooting the instance will allow you to resume at the point that provisioning was
interrupted. Log in as one of the newly created users (follow steps 1 -3 at the
beginning of the “ProtectV Manager StartGuard Pre-boot Setup” section) to continue.

6. Do not skip this step! Type encrypt and press Enter to encrypt the ProtectV Manager instance. This
mandatory step will protect the data stored in the ProtectV Manager.

e The encrypt operation takes approximately two to four minutes, depending on the environment’s
performance.

e The StartGuard boot command will be available upon successful encryption.

e After successful encryption, the ProtectV instance will always be ready to ‘boot’ if
rebooted/disconnected—ijust connect as one of the newly created users (follow steps 1 -3 at the
beginning of this “ProtectV Manager StartGuard Pre-boot Setup” section) to continue.

Technical Note: Launch and Configure SafeNet ProtectV in AWS Marketplace
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i IMPORTANT: The add <username> and encrypt operations are not recoverable

if interrupted. Please do not disconnect or shutdown the instance during the
encryption!

7. Type boot and press Enter to boot the ProtectV Manager instance.

The StartGuard boot operation from ProtectV Manager’s Pre-boot to Runtime takes approximately one to
two minutes, depending on the environment’s performance.

Once the ProtectV Manager is booted up, then the ProtectV Manager’s runtime services are started,
allowing access to ProtectV Manager’s API, CLI, and GUI.

The first time you access the ProtectV Manager’s runtime environment via GUI, API, or CLI, you are required to

perform additional setup (i.e., accepting the EULA, changing the default password, etc.). This process is described
below.

1. For GUI access, open a new browser window, and connect to ProtectV Manager using its instance DNS

address. For example, https://ec2-50-16-85-219.compute-1.amazonaws.com

ProtectV defaults with a self-signed HTTPS certificate. When the certificate security warning displays,

proceed through the screens to accept the certificate. For example, if you're using Internet Explorer, you'd
see:

{= Certificate Error: Navigation Blocked - Windows Internet Explorer

@. (= | €] https://ec2-107-22-29-44, compute-1, amazonaws,comf

© snaot '

W R @Certiﬁcate Errar: Mavigation Blocked

aw There is a problem with this website's security certificate.
v/

The secu rty certificate presente y this website was not issued by

The security certificate presente vy this website was issued for a different wel

es address.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
SErver,

We recommend that you close this webpage and do not continue to this website.
& Click here to close this webpage.
‘!;5' Continue to this website (not recommended).

& Mare information

Click Continue to this website.
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3.

Log into ProtectV Manager as admin/admin.

‘ | EC2 Management Console x | & User Login - ProtectV Management C... | + I

& @ hitps://ec2-50-16-85-219.compute-1.amazonaws.com/login/ 77 7 G | | @!~ Yahoo

Gprervee | LY Protectv™

User Login

Username admin

Password sssss|

I Most Visited 0 Getting Started -] SNo | | Imported From IE @ LogMeln123 | EC2-9280 |

4. The End User License Agreement displays. Scroll to the end of the agreement and click Accept to

5.

continue.

End User License Agreement %

SOFTWARE LICEMNSE AGREEMENT

IMPORTANT - READ THESE TERMS CAREFULLY BEFORE DOWNLOADING, INSTALLING OR USING
THIS SOFTWARE. BY DOWMNLOADING OR INSTALLING THIS SOFTWARE, YOU ACKNOWLEDGE
THAT ¥OU HAVE READ THIS LICENSE AGREEMENT, THAT YOU UNDERSTAND IT, AND THAT YOU
AGREE TO BE BOUND BY ITS TERMS. IF YOU DO NOT AGREE TO THE TERMS AND CONDITIONS
OF THIS LICENSE AGREEMENT, YOU MAY NOT INSTALL OR USE THIS SOFTWARE

1. Grant of License for Personal Use.

SafeMet, Inc. ("SafeMNet”) grants you a non-exclusive, non-transferable license to use the program with
which this license is distributed (the "Software”), including any documentation files accompanying the
Software ("Documentation”), for internal business use only, for up to the number of users specified at
the ime of download and indicated in emailed receipt or for the number of users specified in the sales
order and invoice, as applicable. You have the rightto make one backup copy ofthe Software and
Documentation solely for archival, back-up or disaster recovery purposes. You shall not exceed the
scope ofthe license granted hereunder Any rights not expressly granted by SafeNet to you are
reserved by SafeNet, and all implied licenses are disclaimed.

2. ownership

You have no ownership rights in the Software. Rather, you have a license to use the Software as long
as this License Agreement remains in full force and effect. Ownership of the Software, Documentation
and all intellectual property rights therein shall remain at all imes with SafeMet and its licensors, as

applicable. Any other use of the Software by any other entity is strictly forbidden and is a violation of this
License Agreement.

3. Copyright.

The Software and Documentation contain material that is protected by law, including but not limited to

-

-

Change the default admin password that you used to log into ProtectV Manager in step 3. Enter the old

password, enter and confirm the new one, and then click Change.

Change Password

Old Password essss
New Password esssse Show

Confirm Password eesses Show

Technical Note: Launch and Configure SafeNet ProtectV in AWS Marketplace
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6. Configure settings for your KeyManager. Select Administration > System Settings > Key Manager
Settings. You must already have a Virtual KeySecure or a physical KeySecure device (K150 or higher)
configured to complete this page. (Refer to the tasks outlined in the “Configure KeySecure” section starting

on page 3.)

Complete this page and then click Save:

Key Manager Settings

Username protecty

Password sessssss

IP address 12.226.155.88:12.226.155.89
Port# 9000

Protocol | SSL [~]

KoZIhveNAQKBRFgCCAQAWDAYDVEOTEBAUWE -
fYRTr4fFFaVoxk3xQlghvichbGFHPC1DE=z
WEREPngyxCAdFTLnweBarpSE1DIVICWWT
QIBEDWhoghwkVEBRo/ 3vvVIKAVAS09plLL
CA Certificate KMOILMnGIiMaMwUeKbtnWE8An3IzecUmic
TaVeiRTEgir0FpGuybaA 1 MLaeUYnfKOWE E
Z5HEbIHi 9n4h3FORD3abFRA== H

4 n 3
Save

e Username: Enter the user created on the KeyManager device.
e Password: Enter the password of the user created on the KeyManager device.

o |P address: Enter the KeyManager IP address. (For KeySecure clustering, enter the multiple IP
addresses delineated by "'. For example, 123.12.12.123:123.12.12.124)

e Port #: Enter the KeyManager port.
e Protocol: Select SSL.

e CA Certificate: Copy the Local CA Certificate from the KeyManager device and paste it here.

@ NOTE: You must enter valid KeySecure settings to ensure that connection to the
KeySecure server with the current configuration is correct. If you do not have the
KeySecure configured properly, ProtectV Manager cannot make a connection. If
the configuration is correct, the System Status section on ProtectV Manager
Dashboard will display the Key Manager connection status as Connected.

7. Test the connection to Key Manager. From the Key Manager Settings page, click Test Connection. A
successful connection will display this message:

Test Connection to Key Manager =

Connected
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8. Add cloud credentials according to your account credentials. Enter the Access Key ID and Secret Access
Key used to access your Amazon Web Services account, and then click Add.

Add Cloud Credential

Warning: Changes to cloud credentials can take several
minutes to reflect on the Server Management tab.

Cloud ' Amazon Web Services [=]
Access Key 1D AKIAJLHF4W446MZUSTUA
Secret Access Key o

Add

Configure ProtectV Manager in High Availability Mode (optional)

AWS Marketplace provisioned PVMs can be configured in High Availability (HA) mode if desired. One will act as
the primary PVM and the other as the secondary PVM.

Please refer to the previous section for configuration details (i.e., logging into ProtectV and changing the default
password, configuring the Key Manager settings and checking the connection, etc.)

General HA Setup in AWS EC2/VPC Cloud Types

High Availability setup is similar to previous versions of ProtectV (prior to 1.5), but it does have some Marketplace-
specific features that have to be taken into considiration during HA Failover scenarios.

Get Started

T CAUTION: In an HA setup, if two PVMs are launched without a keypair, then HA will fail
to perform the SSL Handshake, and an error will be reported.

For HA setup to get established successfully, the PVMs must be launched with a keypair.

1. Launch two identical ProtectV Manager instances (we will refer to them as “PVM1” and “PVM2").

2. Use SSH to connect to the launched and running ProtectV Manager instances on port 22.

Configure the Pre-boot SSH Shell on Both Nodes

3. For each PVM, follow steps 3-7 in the “Launch and Configuration Procedures > In AWS..."” section, and
steps 3-7 in the “Launch and Configuration Procedures > ProtectV Manager StartGuard Pre-boot Setup”
section described earlier in this document.

After completing the above steps, it is assumed that:

a. Both PVMs have been SSH-ed into ProtectV Manager Preboot SSH Shell as the pvdef user, using
the DNS address with Key Pair authentication.

b. Both PVMs have at least one user with credentials created in the ProtectV Manager Preboot SSH
Shell.

c. Both PVMs have encrypted ProtectV Manager.

d. Both PVMs have been ‘boot'ed from the ProtectV Manager Pre-boot SSH Shell into ProtectV
Manager Runtime.

@ NOTE: The steps mentioned above (i.e., steps1, 2, 3a to d) MUST be performed
on both HA nodes (referred to as “PVM1” and “PVM2” in this document).
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Configure the Runtime on the HA “Primary” Node

4. Connect to the PVYML1 instance using its instance DNS address. This PVM will be the primary PVM in HA
mode. Complete the following initialization steps needed in the ProtectV Manager Run Time (described in
the “ProtectV Manager’s Runtime Initial Setup” section of this document):

a. Login as admin /admin.

Accept the EULA.

Change the admin user password used in step a) above.
Set the Key Manager Settings.

Check the connection to the Key Manager Server.

Add the AWS Cloud Credentials.

~®ooo0CT

5. Create an elastic IP from the AWS Management Console.

No Runtime Configuration is Needed for the HA “Secondary” Node

6. Do not do anything to the Secondary Node (PVM2), which will be the secondary PVM in HA (do not log
in; do not accept the EULA, etc.).

The PVM on which the HA configuration is completed will be submitted as the Primary PVM. The primary’s settings
will be replicated to the secondary PVM.

1. In PVML, click the Administration tab.
2. Click the System Settings tab.

3. Click High Availability.

4. Click Modify and define the following:

e Virtual IP—This is an available AWS elastic IP address to use for ProtectV Manager High Availability.
The same IP address is used regardless of which instance is backing it (the primary or the secondary).
If the primary fails, the secondary will assume the “master” role, and it will associate the elastic IP
address while it resuscitates the primary.

e Heartbeat Retry Count—This is the number of retries until an action is taken on the PVM. The interval
between retry attempts is the number of seconds defined in the Heartbeat Interval field. (The default is
5.)

e Heartbeat Interval—This is the time (in seconds) between checking the PVM’s health. (Must be a
minimum of 5 seconds. The default is 30.)

e Heartbeat Timeout—This is the allowed timeout (in seconds) for non-responsive PVM calls. (The
default is 10.)

Example of modified HA settings:

Edit HA Settings x

Virtual IP [p4.227.2468.181
Heartbeat Retry Count 6
Heartbeat Retry Period 33
Heartbeat Timeout |11

e

5. Click Save. Now you can add the secondary PVM to the HA configuration.
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Complete this procedure on the primary PVM. Remember that the secondary PVM must remain untouched, which
means the default admin password has not been changed, the EULA has not been accepted, etc. These will be
replicated from the primary.

1. Click the Administration tab.

2. Click the System Settings tab.

3. Click High Availability.

4. Click Add Peer and define the following:

e VM FQN—This is the secondary PVM's instance FQN identifier. You also enter the FQN manually or
search for a specific one.

For manual entry, the format is <cloud>$<region>@<VMID>, so the VM FQN may look like this:
aws$us-east-1@i-123abcd

To use the search mechanism, click the search icon E and choose a PVM from the list of
instances.You can narrow the the list of machines you may want to use as the Secondary PVM by
entering a key word in the Search field. The filtered list will display only those instances that include the
search criteria. Choose the desired instance from this list. Your selection will display in the VM FQN
field in the Add Peer dialog.

The example below shows the relationship between the VM FQN search mechanism in the Add Peer
dialog, and using the Search field to further narrow the list to locate a specific machine name.

Add Peer x

VMFQN aws$us-east-1@i-781df916

Select Peer LI vcherniy X I

180pRS-C3.1

Showing 1 to 9 of 9 entries (filtered from 111 total entries)

e Port—This is the port that the PVM HA service is running on. The default for the ProtectV Manager HA
service is port 7080.

@ NOTES: If you entered the FQN manually and are unsure where to obtain the
secondary PVM’s FOQN:

e From the Server Management tab, in the Clouds pane, select the cloud
where the secondary PVM is running.

e Inthe center pane, select the check box adjacent to the instance name of
the secondary PVM.

e Copy the Server ID value located in the right information pane. This the
<VMID> portion of the VM FQN.

¢ Return to the High Availability Add Peer dialog, and enter the VM FQN,
and make sure to paste the copied Server ID as the <VMID> portion of the
VM FQON.
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5. Click Save, and then click OK. The following message displays:

Information x

High Availability has been configurad

The process of assigning the Elastic IP may take several
minutes. Clicking the OK button will attempt to forward you to the
new address but may fail if assigning the IP has not completed.
Ifthere’s a problem loading the page, please wait a moment
and use the Refresh button in your browser.

Ok

6. As the message above indicates, you may have to wait a few seconds and click the Refresh icon
before the secondary PVM settings refresh on the page, and redirection to the elastic IP will occur (you can
also execute the getHaStatus API to verify the status).

After some time, you will need to log in again, and then a healthy status will display for both the primary

and secondary.

The example below shows the completed HA settings.

ProtectV Manager System Settings

Configure your ProbectV Manager system seflings

System Settings

Cloud Credentials
Metworking

Key Manager Seitings
Syslog Seftings

High Availability

SHNMP Settings

Unatténded Rabool Semings

Scheduled Event Purge

Stvut Down

Configure HA peers, virlual IP address and hearibeal seftings

HA Settings
Virtual IP : 54 227248181
Heartbeat Retry Count : ]
Heartbeat Retry Period ; 33
Heartbeat Timaoul il
Modify
HA Peers

Primary ProtectV Manager : vohemiy-1.5kB3-pvm1_us-aast_1
54 227248181
awsSus-aas-1@-7amats
hieakthy

Secondary ProtectV' Manager ; vchemiy-15k83-pvm2_us-east 2
5423525137
awsSus-east-1@i- 78101016
hiealthy

s
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Test HA Failover/Resuscitation

You can simulate the failover scenario by stopping the current Primary PVM instance. In real life, this scenario
could be triggered by many different reasons. After the failover, follow this workflow on the stopped PVM:

Until the stopped PVM is restarted and its Status in the AWS EC2 Management Console is back to

“Running,” you will not be able to get the new submitted instance DNS.

The example below shows an HA setup that is not fully recovered—the secondary PVM has taken over the
primary role, but the original primary (now the secondary PVM) still displays a “not responding” status, and
it is missing the public IP address.

Configure HA peers, virtual IP address and heartbeat settings

HA Settings

Virtual IP :

Heartbeat Retry Count :
Heartbeat Retry Period :
Heartbeat Timeout :

HA Peers

Primary ProtectV Manager:

Secondary ProtectV Manager :

54227 248181
L
3

"

vcherniy-1.5kB3-pvm2_us-east_2
54227248181
awssus-east-1@I-781df916
healthy
vehemiy-1.5k83-pvm_us-east_1
awssus-east-1@i-7aMa16

not responding :

When the new primary PVM restarts the stopped PVM, the stopped PVM will pick up a new DNS.

The example below shows the HA setup is still not fully recovered—the original primary (now the

secondary PVM) still displays a “not responding” status, but it has picked up the new DNS.

HA Peers

Primary ProtectV Manager :

Secondary ProtectV' Manager :

vehemiy-1.5k83-pvm2_us-east_2

54.227.248.181
awssus-east-1@i-refane
healthy

54.226.133.227

awsSus-east-1@i-7affa16

notresponding

The DNS will appear after the PVM is restarted and its Status in the AWS EC2 Management Console is

back to “Running.”

vehermniy-1.5k83-pvm1_us-east_1
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e Use SSH to connect to the recovered ProtectV Manager Pre-boot SSH Shell with the new submitted DNS,
and log in as described in step 1 in the “ProtectV Manager StartGuard Pre-boot Setup” section.

e Log in to the ProtectV Manger Pre-boot SSH Shell using the credentials of one of the previously
created users (in the example below, the user credentials used are: protectv / protectvl).

e Execute the ‘boot’ command to boot into the ProtectV Manager Runtime.

o Failover and resuscitation recovery will take approximately 12- 15 minutes, depending on the
environment’s performance.

The example below shows the HA setup is fully recovered. The final status displays not only the new public
IP address, but also a “healthy” status for both PVMs.

Configure HA peers, virtual IP address and heartbeat settings

HA Settings

Virtual 1P : 54 227 248181
Heartbeat Retry Count:

Heartheat Retry Pariod :

Heartbeat Timeout :

HA Peers

Primary ProtectV Manager :

Secondary ProtectV Manager :

g NOTES:

e Anytime a PVM is stopped (in HA or single server mode), you should use SSH
to connect to the stopped and restarted PVM, and log in using Key Pair
authentication and credentials of one of the created users, and then execute
the StartGuard boot command.

e PVM configuration in HA mode is supported only for PVMs allocated in the
same Region (but they can be in the different zones).

e For Amazon VPC clouds, the Virtual (Elastic) IP is not used (recommended
to keep it <blank>).

e HA Failover in VPC private sub-nets should be manually re-browsed to the
current Primary PVM because elastic IP in VPC is not configurable.
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Provisioning PVMs in HA and in single Server modes can be configured
using API, CLI, and GUI methods.

PVM in HA mode provisioned on AWS Marketplace can have the same created
users, or the users on both PVMs can be different. However, to simplify the HA
recovery process on AWS Marketplace, it is recommended that you use the
same users on both PVMs configured in HA mode.

Created pre-boot users and their credentials are not replicated during HA
configuration, replication, and sync.

During an HA failover’'s complete recovery, manually perform provisioning:

e SSH using the Instance DNS and one of the previously created users
with their credentials.

e You need to remember the created users and their credentials that are
associated with the PVMs configured into HA mode.

Users with created credentials should be copied and saved in safe and secure
location, because they will need to use them after each instance reboot.

Configure the ProtectV Client

Before you begin, please check the list of Supported Platforms on page 7.

This section describes how to:

Download and install the appropriate ProtectV Linux Client installer package. Each Linux distribution that
ProtectV supports has a corresponding installer package (in .tar.gz format) that you can download from the
ProtectV Manager Console, which can be installed either manually or via yum.

Before you begin, make sure you are using a supported Linux distribution.

NOTE: Make sure you have already configured the firewall to open ports 9090
and 9093 to allow TCP and SSL connections. For more details, refer to page 5.

Download and install the appropriate ProtectV Windows Client installer self-extracting archive. Each
Windows platform that ProtectV supports has a corresponding executable file (in .exe format) that you can
download from the ProtectV Manager Console.

Before you begin, make sure you are using a supported Windows platform.
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You can choose to manually install the RPM, or automate the install using yum. The advantage of using yum is that
it will automatically download and install/update dependencies for you.

Manual Install

When installing the ProtectV Linux Client RPM package, you implicitly agree to accept the SafeNet license terms.
1. Download the ProtectV Linux Client installer package from the ProtectV Manager Console:
e Click the Administration tab.
e Click the Installers tab.
e Click the client installer that you want to download.
e Click the Take Action menu, and then select Download Installer.

e Click Save File. The tar.gz archive file will be saved locally to the default download directory. A
progress icon in the upper-right corner of the browser will display the progress of the download, and
then you will see a message that indicates the download is complete.

Ll &
o B 18
2. Locate the tar.gz archive file and unpack it. The file name should look something like this:
red_hat_enterprise_linux_(rhel)_6.3_(64-bit).aws.1.6.0.208.20130926_215603460.tar.gz
Run:
tar -xzvf <filename=>.tar.gz
Deploy the instance of the supported Linux platform.
4. Transfer the ProtectV Client to the instance (SCP is one method).
Install the ProtectV Client. Run:
rpm -i pvlinux-<filename>.rpm

5. Inthe unlikely event that your system does not already have the necessary dependencies, the install will
fail and indicate what dependencies are missing. (Examples would be: libcrypto.so0.6() (64bit) or libz.s0.1()
(64bit).) Locate and install these dependencies, and then rerun the install command shown in the previous
step.

e After the installation is complete, the machine continues to operate its operating system and services.
You can immediately start to encrypt partitions (as described in Chapter 6 in the ProtectV Installation
Guide). SafeNet StartGuard will be activated after the first crypto operation of a partition.

e For all subsequent reboots, you will need to start the ProtectV Client instance from the ProtectV
Manager Console (as described in Chapter 5 in the ProtectV Installation Guide).
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Automated Install with YUM

When installing the ProtectV Linux Client RPM package, you implicitly agree to accept the SafeNet license terms.

1. Download the ProtectV Linux Client installer package from the ProtectV Manager Console, as described in
the previous “Manual Install” section.

2. Unpack the installer package. Run:
tar -xzvf <filename=>.tar.gz
3. Install the ProtectV Client.
Run:
yum install --nogpgcheck pvlinux-<filename>.rpm

4. You will be presented with a list of the updates that yum has determined it needs to make. If you tell it to
proceed, it will download and install the dependencies, and then install the ProtectV Linux client.

e After the installation is complete, the machine continues to operate its operating system and services.
You can immediately start to encrypt partitions (as described in Chapter 6 in the ProtectV Installation
Guide). SafeNet StartGuard will be activated after the first crypto operation of a partition.

e For all subsequent reboots, you will need to start the ProtectV Client instance from the ProtectV
Manager Console.

Download and Install the ProtectV Windows Client

@ NOTE: During a ProtectV Windows Client fresh installation or upgrade (to version
1.4 or higher), ProtectV FIPS mode is also aligned by default with the Windows
security setting, System cryptography: Use FIPS compliant algorithms for
encryption, hashing, and signing.

By default, ProtectV Windows Client will install or upgrade in ProtectV FIPS mode
on operating systems that support FIPS. To enforce a ProtectV installation not in
FIPS mode, append the ProtectV.msi invocation with the
ERA_ENCRYPT_USE_FIPS=0 property. For example: msiexec /i ProtectV.msi
ERA_ENCRYPT_USE_FIPS=0.

For non-interactive installations, if the system is not configured for FIPS operations
and ERA_ENCRYPT_USE_FIPS=1 is on the command line, the ProtectV
installation will fail and an error message will be written to the log.

For interactive installations, if the system is not configured for FIPS operations and
ERA_ENCRYPT_USE_FIPS=0 is not on the command line the user will be
prompted to continue or not.

@ NOTE: The ERA_ENCRYPT_USE_FIPS=1 property has no affect on non-FIPS
capable Windows systems.

Upgrade Note: Due to the introduction of FIPS support, a version 1.4 (or higher)
ProtectV Manager will be unable to boot up a ProtectV Windows or Linux client
that is installed with version 1.2 or older. You must upgrade your ProtectV
Clients incrementally, first from version 1.3 to 1.5, and then from 1.5 to 1.6.
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1. Download the ProtectV Windows Client installer from the ProtectV Manager Console:
e Click the Administration tab.
e Click the Installers tab.
e Click the client installer that you want to download.
e Click the Take Action menu, and then select Download Installer.

e Click Save File. The self-extracting archive file will be saved locally to the default download directory. A
progress icon in the upper-right corner of the browser will display the progress of the download, and
then you will see a message that indicates the download is complete.

2. Locate the installer file. The file name should look something like this:
microsoft_windows_server_2008 r2_(64-bit).aws.1.6.0.208.20130926_200156263.exe

Launch the .exe to extract the contents.

e

Launch setup.exe for an interactive installation. For a non-interactive installation, the ProtectV.msi can be
used directly.

The ProtectV installation wizard opens. When the Welcome screen displays, click Next.
Accept the License Agreement, and then click Next.
Select Typical Client Installation, and then click Next.

Select the language to be used for interface labels and text messages, and then click Next.

© ® N o v

Click Install to continue.
10. When the installation is complete, click Finish.

11. When prompted, click Yes to restart the machine.

@ NOTE: If the Windows server is rebooted after the ProtectV Windows client is
installed, the Windows server will be stuck at SafeNet StartGuard. To get the
partition in OS mode, go to the Take Action menu in the ProtectV Manager
Console and select Boot to OS.

12. This post-installation reboot will not activate SafeNet StartGuard, but StartGuard will be active for
subsequent reboots.

e For this first reboot, you will be prompted to log into Windows, and then you can immediately start to
encrypt partitions (as described in Chapter 6 in the ProtectV Installation Guide).

e For all subsequent reboots, you will first need to boot the ProtectV Client virtual server from the
ProtectV Manager Console.
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